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CHAPTER 2

Installation

2.1 System Requirements

1. Supported Operating Systems

L]

Red Hat Linux 7.X

Red Hat Linux 8.X

Centos 7.X

Oracle Linux 8.X - Unbreakable Enterprise Kernel (UEK)
Centos Stream 7.X, 8.X

AlmaLinux 8.X

RockyLinux 8.X

2. Supported Web Browsers

L]

Google Chrome
Mozilla Firefox
Opera

Microsoft Edge

3. Network communication

2.2 Installation method

The ITRS Log Analytics installer is delivered as:

* RPM package itrs-log-analytics-data-node and itrs-log-analytics-client-node,

* “install.sh” installation script
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2.2.1 Interactive installation using “install.sh”

The ITRS Log Analytics comes with simple installation script called install.sh. It is designed to facilitate
the installation and deployment process of our product. After running (execute) the script, it will detect supported
distribution and by default it will ask incl. about the components we want to install. The script is located in the
"install"directory.

The installation process:

* unpack the archive containing the installer tar xjf itrs-log-analytics-${product-version}.
x.x86_64.tar.bz2

e unpack the archive containing the SIEM installer (only in SIEM plan) tar xjf
itrs—-log—-analytics-siem—-plan-${product-version}.x.x86_64.tar.bz?2

* copy license to installation directory cp es_x.x install/

* go to the installation directory (you can run install.sh script from any location)

e run installation script with interactive install command . /install.sh -i
During interactive installation you will be ask about following tasks:

* install & configure Logstash with custom ITRS Log Analytics Configuration - like Beats, Syslog, Blacklist,
Netflow, Wazuh, Winrm, Logtrail, OPS5, etc;

« install the ITRS Log Analytics Client Node, as well as the other client-node dependencies;
* install the ITRS Log Analytics Data Node, as well as the other data-node dependencies;

¢ load the ITRS Log Analytics custom dashboards, alerts and configs;

2.2.2 Non-interactive installation mode using “install.sh”

With the help of an install script, installation is possible without questions that require user interaction, which can be
helpful with automatic deployment. In this case, you should provide options which components (data, client node)
should be installed.

Example:
./install.sh -n -d - will install only data node components.

./install.sh -n —-c -d - will install both - data and client node components.

2.2.3 Check cluster/indices status and Elasticsearch version

Invoke curl command to check the status of Elasticsearch:

curl —-s -u SCREDENTIAL localhost:9200/_cluster/health?pretty

{
"cluster_name" : "elasticsearch",
"status" : "green",
"timed_out" : false,
"number_of_nodes" : 1,
"number_of_data_nodes" : 1,
"active_primary_shards" : 25,
"active_shards" : 25,
"relocating_shards" : O,

(continues on next page)
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(continued from previous page)

"initializing_shards" : 0,
"unassigned_shards" : O,
"delayed_unassigned_shards" : O,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : O,
"task_max_waiting_in_queue_millis" : O,
"active_shards_percent_as_number" : 100.0

curl -s —u SCREDENTIAL localhost:9200

"name" : "node-1",
"cluster_name" : "elasticsearch",
"cluster_uuid" : "igrASEDRRamyQgy-zJRSfg",
"version" : {
"number" : "7.3.2",
"build_flavor" : "oss",
"build_type" : "rpm",
"build_hash" : "lclfafl",
"build_date"™ : "2019-09-06T14:40:30.4090262",
"build_snapshot" : false,
"lucene_version" : "8.1.0",
"minimum_wire_compatibility_version" : "6.8.0",
"minimum_index_compatibility_version" : "6.0.0-betal"
b
"tagline" : "You Know, for Search"

If everything went correctly, we should see 100% allocated shards in cluster health.

2.2.4 Generating basic system information report

The install. sh script also contains functions for collecting basic information about the system environment - such
information can be helpful in the support process or troubleshooting. Note that you can redirect output (STDOUT) to
external file.

Example:

./install.sh -s > system_report.txt

2.2.5 “install.sh” command list

Run install.sh --help to see information about builtin commands and options.

Usage: install.sh {COMMAND} {OPTIONS}

COMMAND is one of:

—-ilinstall Run ITRS Log Analytics installation wizard.

-n|noninteractive Run ITRS Log Analytics installation in non_,
—interactive mode.

—u|upgrade Update ITRS Log Analytics packages.

-s|systeminfo Get basic system information report.

(continues on next page)
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(continued from previous page)

OPTIONS if one of:

-v|—--verbose Run commands with verbose flag.

-d|--data Select data node installation for non interactive,
—mode.

—c|--client Select client node installation for non interactive
—mode.

2.2.6 Post installation steps

* configure Elasticsearch cluster settings

’vi /etc/elasticsearch/elasticsearch.yml

— add all IPs of Elasticsearch node in the following directive:

’discovery.seed_hosts: [ "172.10.0.1:9300", "172.10.0.2:9300" ]

e start Elasticsearch service

systemctl start elasticsearch

* start Logstash service

’systemctl start logstash

e start Cerebro service

’systemctl start cerebro

e start Kibana service

’systemctl start kibana

e start Alert service

’systemctl start alert

e start Skimmer service

’systemctl start skimmer

» Example agent configuration files and additional documentation can be found in the Agents directory:

filebeat

winlogbeat

op5 naemon logs

op5 perf_data

* For blacklist creation, you can use crontab or kibana scheduler, but the most preferable method is logstash input.
Instructions to set it up can be found at logstash/lists/README.md

* It is recomended to make small backup of system indices - copy “configuration-backup.sh” script from Agents
directory to desired location, and change backupPath= to desired location. Then set up a crontab:

6 Chapter 2. Installation
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0 1 « % x /path/to/script/configuration-backup.sh

* Redirect Kibana port 5601/TCP to 443/TCP

firewall-cmd —--zone=public --add-masquerade —--permanent
firewall-cmd —--zone=public --add-forward-port=port=443:proto=tcp:toport=5601 —--
—permanent

firewall-cmd —--reload

# NOTE: Kibana on 443 tcp port without redirection needs additional permissions:

setcap 'CAP_NET_BIND_SERVICE=+eip' /usr/share/kibana/node/bin/node

* Cookie TTL and Cookie Keep Alive - for better work comfort, you can set two new variables in the Kibana
configuration file /etc/kibana/kibana.yml:

login.cookiettl: 10
login.cookieKeepAlive: true

CookieTTL is the value in minutes of the cookie’s lifetime. The cookieKeepAlive renews this time with every
valid query made by browser clicks.

After saving changes in the configuration file, you must restart the service:

systemctl restart kibana

2.2.7 Scheduling bad IP lists update

Requirements:
¢ Make sure you have Logstash 6.4 or newer.
* Enter your credentials into scripts: misp_threat_lists.sh

To update bad reputation lists and to create .blacklists index, you have to run misp_threat_lists.sh script (best is
to put in schedule).

1. This can be done in cron (host with logstash installed) in /etc/crontab:

0 2 = » x logstash /etc/logstash/lists/bin/misp_threat_lists.sh

2. Or with Kibana Scheduller app (only if logstash is running on the same host).

* Prepare script path:

/bin/1ln -sfn /etc/logstash/lists/bin /opt/ai/bin/lists
chown logstash:kibana /etc/logstash/lists/
chmod g+w /etc/logstash/lists/

* Log in to GUI and go to Scheduler app. Set it up with below options and push “Submit” button:

Name : MispThreatList

Cron pattern: 0 2 % x %

Command: lists/misp_threat_lists.sh
Category: logstash

3. After a couple of minutes check for blacklists index:

2.2. Installation method 7
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curl -sS -u logserver:logserver —-XGET
—s=index&v'

health status index uuid
—store.size pri.store.size
green open

— 4. 7mb 4. 7mb

'127.0.0.1:9200/_cat/indices/.blacklists?

pri rep docs.count docs.deleted

.blacklists M1d2Qe2bSRuk2VyKm-KoGg 1 0 76549 0

2.2.8 Web Application Firewall requriments

The ITRS Log Analytics GUI requires the following request parameters to be allowed in WAF:

¢ URI Length: 2048 characters,

* Cookie Number In Request: 16,

* Header Number In Request: 50,

* Request Header Name Length: 1024 characters,
* Request Header Value Length: 4096 characters,
e URL Parameter Name Length: 1024 characters,
e URL Parameter Value Length: 4096 characters,
* Request Header Length: 8192 bytes,

* Request Body Length: 67108864 bytes.

2.3 Docker support

To get system cluster up and running in Docker, you can use Docker Compose.

Sample a docker-compose.yml file:

version: '7.1.0"
services:
itrs—-log—analytics—-client-node:
image: docker.emca.pl/itrs-log-analytics-client-node:7.1.0
container_name: itrs-log-analytics-client-node
environment:

— node.name=itrs-log-analytics-client-node

— cluster.name=logserver

— discovery.seed_hosts=itrs—-log-analytics—-client-node,itrs—-log-analytics—-data-

—node, itrs-log-analytics-collector-node

- cluster.initial _master_nodes=itrs-log-analytics-client-node,itrs-log-

—analytics—-data-node,itrs-log-analytics—-collector—-node

— bootstrap.memory_lock=true

- "ES_JAVA_OPTS=-Xms1024m -Xmx1024m"

ulimits:
memlock:
soft: -1
hard: -1
volumes:

— data0l:/usr/share/elasticsearch/data

ports:

(continues on next page)
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(continued from previous page)

- 9200:9200
networks:
- logserver
itrs—-log-analytics-data-node:
image: docker.emca.pl/itrs—-log—analytics-client-node:7.1.0
container_name: itrs-log-analytics-data-node
environment:
- node.name=itrs-log-analytics-data-node
— cluster.name=logserver
- discovery.seed_hosts=itrs—-log-analytics-client-node, itrs-log-analytics-data-
—node, itrs-log—analytics—-collector—-node
— cluster.initial _master_nodes=itrs—-log-analytics-client-node, itrs-log-
—analytics—-data-node,itrs-log-analytics—-collector—-node
— bootstrap.memory_lock=true
— "ES_JAVA_OPTS=-Xms1024m -Xmx1024m"

ulimits:
memlock:
soft: -1
hard: -1
volumes:
- data02:/usr/share/elasticsearch/data
networks:
- logserver

itrs—-log-analytics-collector—-node:
image: docker.emca.pl/itrs—-log-analytics-collector-node:7.1.0
container_name: itrs—-log-analytics-collector-node
environment:
- node.name=itrs-log-analytics-collector—-node
— cluster.name=logserver
— discovery.seed_hosts=itrs—-log-analytics-client-node, itrs-log-analytics-data-
—node, itrs—-log—-analytics—-collector—-node
— cluster.initial _master_nodes=itrs-log-analytics-client-node,itrs-log-
—analytics—-data-node,itrs-log-analytics—-collector—-node
- bootstrap.memory_lock=true
- "ES_JAVA_OPTS=-Xms1024m —-Xmx1024m"

ulimits:
memlock:
soft: -1
hard: -1
volumes:
- data03:/usr/share/elasticsearch/data
networks:
- logserver
volumes:
datall:
driver: local
data02:
driver: local
data03:

driver: local

networks:
elastic:
driver: bridge

2.3. Docker support 9
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2.4 Custom path installation the ITRS Log Analytics

If you need to install ITRS Log Analytics in non-default location, use the following steps.

1. Define the variable INSTALL_PATH if you do not want default paths like *“/”’

export INSTALIL_PATH="/"

2. Install the firewalld service

’yum install firewalld

3. Configure the firewalld service

systemctl enable firewalld

systemctl start firewalld

firewall-cmd —--zone=public --add-port=22/tcp —--permanent
firewall-cmd —--zone=public —--add-port=443/tcp —-—-permanent
firewall-cmd —--zone=public —--add-port=5601/tcp -—-permanent
firewall-cmd —--zone=public --add-port=9200/tcp —--permanent
firewall-cmd —--zone=public —--add-port=9300/tcp —-—-permanent
firewall-cmd —--reload

4. Install and enable the epel repository

’yum install epel-release

5. Install the Java OpenJDK

’yum install java-1.8.0-openjdk-headless.x86_64

6. Install the reports dependencies, e.g. for mail and fonts

yum install fontconfig freetype freetype-devel fontconfig-devel libstdc++ urw-
—fonts net-tools ImageMagick ghostscript poppler-utils

7. Create the nessesery users acounts

useradd -M -d INSTALL_PATH)}/usr/share/kibana -s /sbin/nologin kibana
useradd -M -d INSTALL PATH/}/usr/share/elasticsearch -s /sbin/nologin,
—elasticsearch

useradd -M -d INSTALL_PATH/}/opt/alert -s /sbin/nologin alert

8. Remove .gitkeep files from source directory

’find . —name ".gitkeep" -delete

9. Install the Elasticsearch 6.2.4 files

’/bin/cp -rf elasticsearch/elasticsearch-6.2.4/% INSTALL_PATH}/

10. Install the Kibana 6.2.4 files

’/bin/cp -rf kibana/kibana-6.2.4/x INSTALL_PATH}/

11. Configure the Elasticsearch system dependencies
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12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

/bin/cp -rf system/limits.d/30-elasticsearch.conf /etc/security/limits.d/
/bin/cp -rf system/sysctl.d/90-elasticsearch.conf /etc/sysctl.d/

/bin/cp -rf system/sysconfig/elasticsearch /etc/sysconfig/

/bin/cp -rf system/rsyslog.d/intelligence.conf /etc/rsyslog.d/

echo —e "RatelLimitInterval=0\nRateLimitBurst=0" >> /etc/systemd/journald.conf
systemctl daemon-reload

systemctl restart rsyslog.service

sysctl -p /etc/sysctl.d/90-elasticsearch.conf

Configure the SSL Encryption for the Kibana

mkdir -p INSTALL_PATH}/etc/kibana/ssl

openssl req -x509 -nodes -days 365 —-newkey rsa:2048 -sha256 -subj '/CN=LOGSERVER/
—subjectAltName=LOGSERVER/' -keyout INSTALL_PATH)/etc/kibana/ssl/kibana.key -
—out INSTALL _PATH)}/etc/kibana/ssl/kibana.crt

Install the Elasticsearch-auth plugin

cp —-rf elasticsearch/elasticsearch-auth INSTALIL_PATH}/usr/share/elasticsearch/
—plugins/elasticsearch-auth

Install the Elasticsearh configuration files

/bin/cp -rf elasticsearch/*.yml INSTALL PATH//etc/elasticsearch/

Install the Elasticsicsearch system indices

mkdir -p INSTALL PATH)}/var/lib/elasticsearch
/bin/cp -rf elasticsearch/nodes INSTALL_PATH)}/var/lib/elasticsearch/

Add necessary permission for the Elasticsearch directories

chown -R elasticsearch:elasticsearch INSTALL PATH/}/usr/share/elasticsearch
— [INSTALL_PATH}/etc/elasticsearch INSTALL_PATH)}/var/lib/elasticsearch
— {INSTALL_PATH}/var/log/elasticsearch

Install the Kibana plugins

/bin/cp -rf kibana/plugins/=* INSTALIL_PATH}/usr/share/kibana/plugins/

Extrace the node_modules for plugins and remove archive

tar —-xf INSTALL_PATH)/usr/share/kibana/plugins/node_modules.tar -C INSTALL_
—PATH}/usr/share/kibana/plugins/
/bin/rm -rf INSTALL_ PATH}/usr/share/kibana/plugins/node_modules.tar

Install the Kibana reports binaries

’/bin/cp -rf kibana/export_plugin/»* INSTALL_PATH)/usr/share/kibana/bin/

Create directory for the Kibana reports

’/bin/cp -rf kibana/optimize INSTALL_PATH//usr/share/kibana/

Install the python dependencies for reports

2.4. Custom path installation the ITRS Log Analytics 11
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’tar -xf kibana/python.tar -C /usr/lib/python2.7/site-packages/

22. Install the Kibana custom sources

’/bin/cp -rf kibana/src/x INSTALIL PATH}/usr/share/kibana/src/

23. Install the Kibana configuration

’/bin/cp -rf kibana/kibana.yml INSTALL_PATH)}/etc/kibana/kibana.yml

24. Generate the iron secret salt for Kibana

echo "server.ironsecret: \"$(</dev/urandom tr —-dc _A-Z-a-z—-0-9 | head -c32)\""
—S{INSTALL_PATH//etc/kibana/kibana.yml

>>

25. Remove old cache files

rm —-rf INSTALL_PATH/}/usr/share/kibana/optimize/bundles/x*

26. Install the Alert plugin

mkdir -p INSTALL_PATH}/opt
/bin/cp -rf alert INSTALL_PATH//opt/alert

27. Install the Al plugin

/bin/cp -rf ai INSTALL_PATH//opt/ai

28. Set the proper permissions

chown —-R elasticsearch:elasticsearch INSTALL PATH}/usr/share/elasticsearch/
chown -R alert:alert INSTALIL_PATH)}/opt/alert
chown -R kibana:kibana INSTALL_PATH}/usr/share/kibana INSTALL_PATH//opt/ai

— {INSTALL_PATH)}/opt/alert/rules INSTALL PATH}/var/lib/kibana
chmod -R 755 INSTALL_ PATH//opt/ai
chmod -R 755 NSTALIL_PATH}/opt/alert

29. Install service files for the Alert, Kibana and the Elasticsearch

/bin/cp -rf system/alert.service /usr/lib/systemd/system/alert.service
/bin/cp -rf kibana/kibana-6.2.4/etc/systemd/system/kibana.service /usr/lib/
—systemd/system/kibana.service

/bin/cp -rf elasticsearch/elasticsearch-6.2.4/usr/lib/systemd/system/
—elasticsearch.service /usr/lib/systemd/system/elasticsearch.service

30. Set property paths in service files ${INSTALL_PATH}

perl -pi —e 's#/etc#'S{INSTALL_PATH}'/etc#g' /usr/lib/systemd/system/kibana.

—service

perl -pi -e 's#/usr#'S{INSTALL PATH/'/usr#g' /usr/lib/systemd/system/kibana.
—~service

perl -pi -e 's#ES_HOME=#ES_HOME='S/{INSTALIL_PATH}'#g' /usr/lib/systemd/system/

—~elasticsearch.service
—system/elasticsearch.service

—elasticsearch.service

perl -pi -e 's#/opt#'S{INSTALL PATH/'/optH#g' /usr/lib/systemd/system/alert.service

perl -pi —-e 's#ES_PATH_CONF=#ES_PATH_CONF='S{INSTALL_PATH}'#g' /usr/lib/systemd/

perl -pi -e 'si#ExecStart=#ExecStart="S{INSTALL_PATH}'#g' /usr/lib/systemd/system/
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31. Enable the system services

systemctl daemon-reload
systemctl reenable alert
systemctl reenable kibana
systemctl reenable elasticsearch

32. Set location for Elasticsearch data and logs files in configuration file

¢ Elasticsearch

perl -pi -e 's#path.data: #path.data: '${INSTALL_PATH]}'#g' INSTALL_PATH}/etc/
—elasticsearch/elasticsearch.yml
perl -pi -e 'si#path.logs: #path.logs: 'S{INSTALL_PATH]}'#g' INSTALL_PATH}/etc/
—elasticsearch/elasticsearch.yml
perl -pi -e 's#/usr#’ INSTALL_PATH}'/usr#g' INSTALIL PATH)}/etc/elasticsearch/
—Jjvm.options
perl -pi —-e 's#/usr#'S{INSTALL_PATH)'/usr#g' /etc/sysconfig/elasticsearch
* Kibana
perl -pi -e 's#/etc#'S{INSTALL_PATH}'/etc#g' INSTALL_PATH)/etc/kibana/kibana.yml
perl -pi -e 's#/opt#'S{INSTALL_PATH}'/opt#g" INSTALL_PATH)/etc/kibana/kibana.yml
perl -pi -e 's#/usr#'S{INSTALL_PATH}'/usr#g' INSTALL_PATH}/etc/kibana/kibana.yml
o Al
perl -pi -e 's#/opt#'S{INSTALL_PATH}'/opt#g' INSTALL_PATH}/opt/ai/bin/conf.cfg

33. What next ?
 Upload License file to ${INSTALL_PATH }/usr/share/elasticsearch/directory.
e Setup cluster in ${INSTALL_PATH }/etc/elasticsearch/elasticsearch.yml

discovery.zen.ping.unicast.hosts: [ "172.10.0.1:9300", "172.10.0.2:9300" ]

» Redirect GUI to 443/tcp

firewall-cmd —--zone=public --add-masquerade —--permanent
firewall-cmd —--zone=public --add-forward-port=port=443:proto=tcp:toport=5601 --
—permanent

firewall-cmd --reload

2.5 ROOTless setup

To configure ITRS Log Analytics so its services can be managed without root access follow these steps:

1. Create afilein /etc/sudoers.d (eg.: 10-logserver) with the content

$kibana ALL=/bin/systemctl status kibana
$kibana ALL=/bin/systemctl status kibana.service

$kibana ALL=/bin/systemctl stop kibana
$kibana ALL=/bin/systemctl stop kibana.service

$kibana ALL=/bin/systemctl start kibana
$kibana ALL=/bin/systemctl start kibana.service
%$kibana ALL=/bin/systemctl restart kibana

(continues on next page)

2.5. ROOQTless setup
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(continued from previous page)

$kibana ALL=/bin/systemctl restart kibana.service

$elasticsearch ALL=/bin/systemctl status elasticsearch
%$elasticsearch ALL=/bin/systemctl status elasticsearch.service
$elasticsearch ALL=/bin/systemctl stop elasticsearch
%$elasticsearch ALL=/bin/systemctl stop elasticsearch.service
%$elasticsearch ALL=/bin/systemctl start elasticsearch
%$elasticsearch ALL=/bin/systemctl start elasticsearch.service
%$elasticsearch ALL=/bin/systemctl restart elasticsearch
%$elasticsearch ALL=/bin/systemctl restart elasticsearch.service

%$alert ALL=/bin/systemctl status alert

%$alert ALL=/bin/systemctl status alert.service
$alert ALL=/bin/systemctl stop alert

%$alert ALL=/bin/systemctl stop alert.service
%$alert ALL=/bin/systemctl start alert

%$alert ALL=/bin/systemctl start alert.service
%$alert ALL=/bin/systemctl restart alert

%$alert ALL=/bin/systemctl restart alert.service

%$logstash ALL=/bin/systemctl status logstash
%$logstash ALL=/bin/systemctl status logstash.service
$logstash ALL=/bin/systemctl stop logstash

%$logstash ALL=/bin/systemctl stop logstash.service
%$logstash ALL=/bin/systemctl start logstash

%$logstash ALL=/bin/systemctl start logstash.service
%$logstash ALL=/bin/systemctl restart logstash
%$logstash ALL=/bin/systemctl restart logstash.service

. Change permissions for files and directories

¢ Kibana, Elasticsearch, Alert

chmod g+rw /etc/kibana/kibana.yml /opt/alert/config.yaml /opt/ai/bin/conf.cfg /
—etc/elasticsearch/{elasticsearch.yml, jvm.options, log4j2.properties, properties.
—yml, role-mappings.yml}

chmod g+rwx /etc/kibana/ssl /etc/elasticsearch/ /opt/{ai,alert} /opt/ai/bin
chown -R elasticsearch:elasticsearch /etc/elasticsearch/

chown -R kibana:kibana /etc/kibana/ssl

* Logstash

find /etc/logstash -type f —-exec chmod g+rw {} \;
find /etc/logstash —-type d -exec chmod g+rwx {} \;
chown -R logstash:logstash /etc/logstash

. Add a user to groups defined earlier

usermod —-a -G kibana,alert,elasticsearch, logstash service_user

From now on this user should be able to start/stop/restart services and modify configurations files.

14
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CHAPTER 3

Configuration

3.1 Changing default users for services

3.1.1 Change Kibana User

Edit file /etc/systemd/system/kibana.service

Us
Group= newuser

er=newuser

Edit /etc/default/kibana

user=" newuser "

group=" newuser "

Add appropriate permission:

chown newuser: /usr/share/kibana/ /etc/kibana/ -R

3.1.2 Change Elasticsearch User

Edit */usr/lib/tmpfiles.d/elasticsearch.conf and change user name and group:

d /var/run/elasticsearch 0755 newuser newuser —

Create directory:

mkdir /etc/systemd/system/elasticsearch.service.d/

Edit /etc/systemd/system/elasticsearch.service.d/01-user.conf

15
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[Service]
User=newuser
Group= newuser

Add appropriate permission:

chown -R newuser: /var/lib/elasticsearch /usr/share/elasticsearch /etc/
—elasticsearch /var/log/elasticsearch

3.1.3 Change Logstash User

Create directory:

mkdir /etc/systemd/system/logstash.service.d

Edit /etc/systemd/system/logstash.service.d/01-user.conf
[Service] User=newuser Group=newuser

Add appropriate permission:

chown -R newuser: /etc/logstash /var/log/logstash

3.2 Plugins Management

3.2.1 GUI/Kibana

Base installation of the ITRS Log Analytics contains the Agents, Alerts, Archive, Automation, CMDB, Index Man-
agement, Intelligence, Network Probe, Reports, SQL plugins - These add-ons can be disabled or enabled via the
configuration file without having to install or uninstall. You can extend the basic Kibana functionality by installing
custom plugins.

After installation, each node must be restarted before the plugin becomes visible.
The Kibana provides three categories of plugins:

 Licenced Plugins - ITRS Log Analytics

* Core Plugins - it is plugins that are part of the Kibana project.

¢ Community-contributed - it is plugins that are external to the Kibana project

3.2.1.1 Enabling/Disabling Plugins

Managing the Agents Plugin:
* Disable:
— Add agents.enabled: falsetothefile /etc/kibana/kibana.yml.
— Run the command systemctl restart kibana.
* Enable:

— Remove or comment out the line agents.enabled: falseinthefile /etc/kibana/kibana.
yml.

— Run the command systemctl restart kibana.
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Managing the Alerts Plugin:
* Disable:

— Change alerts.enabled: truetoalerts.enabled: false inthefile /etc/kibana/
kibana.yml.

— Run the command systemctl restart kibana.

¢ Enable:

— Change alerts.enabled: falsetoalerts.enabled: true inthefile /etc/kibana/
kibana.yml.

— Run the command systemctl restart kibana.
Managing the Archive Plugin:
* Disable:

— Add archive.enabled: falsetothefile /etc/kibana/kibana.yml.
— Run the command systemctl restart kibana.

¢ Enable:

— Remove or comment out the line archive.enabled: falseinthefile /etc/kibana/kibana.
yml.

— Run the command systemctl restart kibana.
Managing the Automat ion Plugin:

¢ Disable:

— Change automation.enabled: truetoautomation.enabled: falseinthefile/etc/
kibana/kibana.yml.

— Run the command systemctl restart kibana.

¢ Enable:

— Change automation.enabled: falsetoautomation.enabled: trueinthefile/etc/
kibana/kibana.yml.

— Run the command systemctl restart kibana.
Managing the CMDB Plugin:
* Disable:

— Add cmdb.enabled: falsetothefile /etc/kibana/kibana.yml.

— Run the command systemctl restart kibana.

¢ Enable:

— Remove or comment out the line cmdb.enabled: false in the file /etc/kibana/kibana.
yml.

— Run the command systemctl restart kibana.
Managing the Console Plugin:
* Disable:

— Change console.enabled: true to console.enabled: false in the file /etc/
kibana/kibana.yml.
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— Run the command systemctl restart kibana.
e Enable:

— Change console.enabled: false to console.enabled: true in the file /etc/
kibana/kibana.yml.

— Run the command systemctl restart kibana.
Managing the Index Management Plugin:
¢ Disable:
— Add index_management .enabled: falsetothefile /etc/kibana/kibana.yml.
— Run the command systemctl restart kibana.
* Enable:

— Remove or comment out the line index_management.enabled: false in the file /etc/
kibana/kibana.yml.

— Run the command systemctl restart kibana.
Managing the Intelligence Plugin:
* Disable:
— Add intelligence.enabled: falsetothefile /etc/kibana/kibana.yml.
— Run the command systemctl restart kibana.
* Enable:

— Remove or comment out the line intelligence.enabled: false in the file /etc/kibana/
kibana.yml.

— Run the command systemctl restart kibana.
Managing the Network Probe Plugin:
* Disable:
— Add network-probe.enabled: falsetothefile /etc/kibana/kibana.yml.
— Run the command systemctl restart kibana.
* Enable:

— Remove or comment out the line network—-probe.enabled: falseinthefile /etc/kibana/
kibana.yml.

— Run the command systemctl restart kibana.
Managing the Reports Plugin:
* Disable:
— Add reports.enabled: falsetothefile /etc/kibana/kibana.yml.
— Run the command systemctl restart kibana.
e Enable:

— Remove or comment out the line reports.enabled: falseinthefile /etc/kibana/kibana.
yml.

— Run the command systemctl restart kibana.

Managing the vis_type_timeline Plugin:
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¢ Disable:

— Change vis_type_timeline.enabled: true to vis_type_timeline.enabled:
falseinthe file /etc/kibana/kibana.yml.

— Run the command systemctl restart kibana.
* Enable:

— Change vis_type_timeline.enabled: false to vis_type_timeline.enabled:
trueinthe file /etc/kibana/kibana.yml.

— Run the command systemctl restart kibana.
Managing the Wazuh Plugin:
* Disable:

— Change wazuh.enabled: true to wazuh.enabled: false in the file /etc/kibana/
kibana.yml.

— Run the command systemctl restart kibana.
e Enable:

— Change wazuh.enabled: false to wazuh.enabled: true in the file /etc/kibana/
kibana.yml.

— Run the command systemctl restart kibana.
Managing the XL.SX Import Plugin:
¢ Disable:
— Add x1sx_import.enabled: falsetothefile /etc/kibana/kibana.yml.
— Run the command systemctl restart kibana.
* Enable:

— Remove or comment out the line x1sx_import.enabled: false in the file /etc/kibana/
kibana.yml.

— Run the command systemctl restart kibana.
Managing the SQL Plugin:
* Disable:
— Add sgl.enabled: falsetothefile /etc/kibana/kibana.yml.
— Run the command systemctl restart kibana.
* Enable:
— Remove or comment out the line sgl.enabled: falseinthefile /etc/kibana/kibana.yml.

— Run the command systemctl restart kibana.

3.2.1.2 Installing Plugins

Additional GUI/Kibana plugins can be installed as follows:

cd /usr/share/kibana/
bin/opensearch-dashboards-plugin install [plugin_name]

Examples: Plugins from a custom link or filesystem can be installed as follows:
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bin/opensearch-dashboards-plugin install file:///path/to/plugin.zip
bin/opensearch-dashboards-plugin install file:///C:/path/to/plugin.zip
bin/opensearch-dashboards-plugin install http://some.domain/path/to/plugin.zip

3.2.1.3 Listing plugins

Listing currently loaded plugins:

’ bin/opensearch-dashboards-plugin list

3.2.1.4 Removing plugins

’ bin/opensearch-dashboards-plugin remove [pluginname]

3.2.1.5 Updating plugins

bin/opensearch-dashboards-plugin remove [pluginname]
bin/opensearch-dashboards-plugin install [pluginname]

3.2.2 Database/Elasticsearch

Base installation of the ITRS Log Analytics contains the logserver_auth, join, logserver_quard plugin - These add-ons
can be disabled or enabled via the configuration file without having to install or uninstall. You can extend the basic
Elasticsearch functionality by installing custom plugins.

Plugins contain JAR files, but may also contain scripts and config files, and must be installed on every node in the
cluster.

After installation, each node must be restarted before the plugin becomes visible.
The Elasticsearch provides three categories of plugins:

¢ Licenced Plugins - ITRS Log Analytics

» Core Plugins - it is plugins that are part of the Elasticsearch project.

* Community-contributed - it is plugins that are external to the Elasticsearch project

3.2.2.1 Enabling/Disabling Plugins

Managing the logserver_auth Plugin:
* Disable:

— Add plugins.logserver_auth.enabled: false to the file /etc/elasticsearch/
elasticsearch.yml.

— Run the command systemctl restart elasticsearch.
* Enable:

— Remove or comment out the line plugins.logserver_auth.enabled: false in the file /
etc/elasticsearch/elasticsearch.yml.
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— Run the command systemctl restart elasticsearch.
Managing the logserver_guard Plugin:
* Disable:

— Add logserverguard.ssl.transport.enabled: false to the file /etc/
elasticsearch/elasticsearch.yml.

— Add logserverguard.ssl.http.enabled: false to the file /etc/elasticsearch/
elasticsearch.yml.

— Run the command systemctl restart elasticsearch.
* Enable:

— Remove or comment out the line 1ogserverguard.ssl.transport.enabled: falseinthe
file /etc/elasticsearch/elasticsearch.yml.

— Remove or comment out the line logserverguard.ssl.http.enabled: false in the file /
etc/elasticsearch/elasticsearch.yml.

— Run the command systemctl restart elasticsearch.
Managing the sql Plugin:
* Disable:

— Addplugins.sgl.enabled: falsetothefile /etc/elasticsearch/elasticsearch.
yml.

— Run the command systemctl restart elasticsearch.
* Enable:

— Remove or comment out the line plugins.sqgl.enabled: false in the file /etc/
elasticsearch/elasticsearch.yml.

— Run the command systemctl restart elasticsearch.

3.2.2.2 Installing Plugins

Additional Database/Elasticsearch plugins can be installed as follows:

cd /usr/share/elasticsearch/
bin/opensearch-plugin install [plugin_name]

Examples: Plugins from a custom link or filesystem can be installed as follows:

bin/opensearch-plugin install file:///path/to/plugin.zip
bin/opensearch-plugin install file:///C:/path/to/plugin.zip
bin/opensearch-plugin install <http://some.domain/path/to/plugin.zip>

3.2.2.3 Listing plugins

Listing currently loaded plugins:

bin/opensearch-plugin list
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3.2.2.4 Removing plugins

bin/opensearch-plugin remove [pluginname]

3.2.2.5 Updating plugins

bin/opensearch-plugin remove [pluginname]
bin/opensearch-plugin install [pluginname]

3.3 Transport layer encryption

3.3.1 Generating Certificates

1. Requirements for certificate configuration:

¢ To encrypt traffic (HTTP and transport layer) of Elasticsearch you have to generate certificate au-
thority which will be used to sign each node certificate of a cluster.

* The Elasticsearch certificate has to be generated in pkcs8 RSA format.

2. To generate certificates use tlstool.sh script, which can be found in the /usr/share/elasticsearch/

utils/tlstool directory. Example certificate configuration for single node environment (certificates will
be valid for 10 years) is listed below:

ca:
root:
dn: CN=mylocal.domain.test,OU=Dev, O=EMCA Software,C=Poland
keysize: 2048
validityDays: 3650
pkPassword: none
file: rootCA.crt
defaults:

validityDays: 3650

pkPassword: none

httpsEnabled: true
reuseTransportCertificatesForHttp: true
verifyHostnames: true

resolveHostnames: false

nodes:
— name: nodel
dn: CN=mylocal.domain.test,OU=Dev, O=EMCA Software,C=Poland
ip: 127.0.0.1

Other examples can be found in the ‘config*‘ directory of the TLS Tool. More details about the TLS Tool and
documented options can be found /ere.

To use the above configuration run:

cd /usr/share/elasticsearch/utils/tlstool
bash tlstool.sh -c config/logserver.yml -ca -crt

It will generate the necessary rootCA and server private key together with its certificate.
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3.3.1

Right now you should have these files:

ls -1 | sort
nodel.crt
nodel.key
rootCA.crt
rootCA.key

Create a directory to store required files (users: elasticsearch, kibana, and logstash have to be able to read these
files):

mkdir /etc/elasticsearch/ssl

cp out/{nodel.*, rootCA.crt} /etc/elasticsearch/ssl

chown -R elasticsearch:elasticsearch /etc/elasticsearch/ssl
chmod 755 /etc/elasticsearch/ssl

chmod 644 /etc/elasticsearch/ssl/=*

.1 Setting up configuration files

. Append or uncomment below lines in /etc/elasticsearch/elasticsearch.yml and change paths

to proper values (based on past steps):

¢ Transport layer encryption

logserverguard.ssl.transport.enabled: true

logserverguard.ssl.transport.pemcert_filepath: "/etc/elasticsearch/ssl/nodel.
—crt"

logserverguard.ssl.transport.pemkey_filepath: "/etc/elasticsearch/ssl/nodel.
—key"

logserverguard.ssl.transport.pemkey_password: "password_for_pemkey" # If
—there is no password leave ""
logserverguard.ssl.transport.pemtrustedcas_filepath: "/etc/elasticsearch/ssl/
—rootCA.crt"

logserverguard.ssl.transport.enforce_hostname_verification: true
logserverguard.ssl.transport.resolve_hostname: true

logserverguard.ssl.transport.enabled_ciphers:
- "TLS_DHE_RSA_WITH_AES_128_GCM_SHA256"
"TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256"

logserverguard.ssl.transport.enabled_protocols:
- "TLSv1.2"

e HTTP layer encryption

logserverguard.ssl.http.enabled: true
logserverguard.ssl.http.pemcert_ filepath: "/etc/elasticsearch/ssl/nodel.crt"
logserverguard.ssl.http.pemkey filepath: "/etc/elasticsearch/ssl/nodel.key"
logserverguard.ssl.http.pemkey password: "password for_ pemkey" # If there is_
—no password leave ""

logserverguard.ssl.http.pemtrustedcas_filepath: "/etc/elasticsearch/ssl/

—rootCA.crt"

logserverguard.ssl.http.clientauth_mode: OPTIONAL
logserverguard.ssl.http.enabled ciphers:
— "TLS_DHE_RSA_WITH_AES_128_GCM_SHA256"

(continues on next page)
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(continued from previous page)

- "TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256"

logserverguard.ssl.http.enabled protocols:
- "TLSv1.2"

. Append or uncomment below lines in /etc/kibana/kibana.yml and change paths to proper values:

elasticsearch.hosts: ["https://127.0.0.1:8000"]

# Elasticsearch trafic encryption

# There is also an option to use "127.0.0.1/localhost"™ and to not supply path to,
—CA. Verification Mode should be then changed to "none".
elasticsearch.ssl.verificationMode: full

elasticsearch.ssl.certificate: "/etc/elasticsearch/ssl/nodel.crt"
elasticsearch.ssl.key: "/etc/elasticsearch/ssl/nodel.key"
elasticsearch.ssl.keyPassphrase: "password_ for_pemkey" # this line is not_
—required if there is no password

elasticsearch.ssl.certificateAuthorities: "/etc/elasticsearch/ssl/rootCA.crt"

. Append or uncomment the below lines in /opt/alert/config.yaml and change paths to proper values:

# Connect with TLS to Elasticsearch
use_ssl: True

# Verify TLS certificates
verify certs: True

# Client certificate

client _cert: /etc/elasticsearch/ssl/nodel.crt
client_key: /etc/elasticsearch/ssl/nodel.key
ca_certs: /etc/elasticsearch/ssl/rootCA.crt

. For CSV/HTML export to work properly rootCA.crt generated in the first step has to be “installed” on the server.

Below are example steps for CentOS 7:

# Copy rootCA.crt and update CA trust store
cp /etc/elasticsearch/ssl/rootCA.crt /etc/pki/ca-trust/source/anchors/rootCA.crt
update—-ca-trust

. Intelligence module. Generate pkcs12 keystore/cert:

DOMAIN=mylocal.domain.test

keytool -import -file /etc/elasticsearch/ssl/rootCA.crt -alias root —-keystore,,
—root. jks

openssl pkcsl2 —-export —-in /etc/elasticsearch/ssl/${DOMAIN}.crt —-inkey /etc/
—elasticsearch/ssl/&5{DOMAIN}.key -out DOMAIN}.pl2 -name "S{DOMAIN )" -certfile /
—etc/elasticsearch/ssl/rootCA.crt

# Configure /opt/ai/bin/conf.cfg
https_keystore=/path/to/pkl2/mylocal.domain.test.pl?2
https_truststore=/path/to/root. jks
https_keystore_pass=blal23
https_truststore_pass=blal23
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3.3.1.2 Logstash/Beats

You can either install CA to allow Logstash and Beats traffic or you can supply the required certificates in config:

1. Logstash:

output {
logserver {
hosts => "https://mylocal.domain.test:9200"
ssl => true
index => "winlogbeat-%${+YYYY.MM}"
user => "logstash"
password => "logstash"
cacert => "/path/to/cacert/rootCA.crt"

2. Beats:

output.elasticsearch.hosts: ["https://mylocal.domain.test:9200"]
output.elasticsearch.protocol: "https"

output.elasticsearch.ssl.enabled: true

output .elasticsearch.ssl.certificate_authorities: ["/path/to/cacert/rootCA.crt"]

Additionally, for any beats program to be able to write to elasticsearch, you will have to make changes to the “en-
abled_ciphers” directive in “/etc/elasticsearch/elasticsearch.yml”. This is done by commenting:

logserverguard.ssl.http.enabled ciphers:
- "TLS_DHE_RSA_WITH_AES_256_GCM_SHA384"

Otherwise, the beat will not be able to send documents directly and if you want to avoid it you can send a document
with Logstash first.

3.4 Offline TLS Tool

The TLS Tool is a program that can be used for:
* Generating Root and Intermediate CA’s,
* Generating Node, Client, and Admin certificates,
* Generating CSRs,
* Validating certificates

Besides the actual certificates the tool also generated configuration snippets which you can directly copy and paste
into your elasticsearch.yml.

3.4.1 General usage
The tls tool will read the node- and certificate configuration settings from a yaml file, and outputs the generated files
in a configurable directory.

You can choose to create the Root CA and (optional) intermediate CAs with your node certificates in one go. Or you
can create the Root and intermediate CA first, and generate node certificates as you need them.

You will find the script in:
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<installation directory>/tlstool.sh

Default <installation directory>is /usr/share/elasticsearch/utils/tlstool.

3.4.2 Command line options

3.4.3 Examples

<installation directory>/tlstool.sh —-c config/tlsconfig.yml -ca —-crt

Reads the configuration from config/tlsconfig.yml and generates the configured Root and intermediate CAs
and the configured node, admin, and client certificates in one go. The generated files will be written to out.

<installation directory>/tlstool.sh -c config/tlsconfig.yml -ca

Reads the configuration from config/tlsconfig.yml and generates the configured Root and intermediate CAs
only.

<installation directory>/tlstool.sh -c config/tlsconfig.yml -crt

Reads the configuration from config/tlsconfig.yml and generates node, admin, and client certificates only.
The Root and (optional) intermediate CA certificates and keys need to be present in the output directory, and their
filenames, keys and (optional) passwords have to be configured in t 1sconfig.yml.

3.4.4 Root CA

To configure the Root CA for all certificates, add the following lines to your configuration file:

ca:
root:
dn: CN=root.ca.example.com,QU=CA, O=Example Com, Inc.,DC=example,DC=com
keysize: 2048
pkPassword: root-ca-password
validityDays: 3650
file: root-ca.crt

Generated files:

* root—-ca.crt - Root certificate

* root-ca.key - Private key of the Root CA

* root-ca.readme - Auto-generated passwords of the root and intermediate CAs
Options:
The pkPassword can be one of:

* none: The generated private key will be unencrypted

* auto: A random password is generated automatically. After the certificates have been generated, you can find
the password in root-ca.readme file. To use these new passwords again, you must edit the tool config file and set
the generated passwords there.

* other value: Values other than none or auto are used as password directly

26 Chapter 3. Configuration




ITRS-Log-Analytics-7.x Documentation, Release latest

3.4.5 Intermediate CA

In addition to the root CA you optionally also specify an intermediate CA. If an intermediate CA is configured, then
the node, admin, and client certificates will be signed by the intermediate CA. If you do want to use an intermediate
CA, remove the following section from the configuration. The certificates are then signed by the root CA directly.

ca:
intermediate:
dn: CN=signing.ca.example.com, OU=CA, O=Example Com, Inc.,DC=example,DC=com
keysize: 2048
validityDays: 3650
pkPassword: intermediate-ca-password
file: intermediate-ca.crt

Generated files:
* intermediate-ca.crt - Intermediate certificate
* intermediate-ca.key - Private key of the intermediate certificate
* root-ca.readme - Auto-generated passwords of the root and intermediate CAs

3.4.6 Node and Client certificates

3.4.6.1 Global and default settings

The default settings are applied to all generated certificates and configuration snippets. All values here are optional.

defaults:
validityDays: 730
pkPassword: auto
generatedPasswordLength: 12
nodesDn:
— "CN=x.example.com, OU=0Ops, O=Example Com, Inc.,DC=example,DC=com"
nodeOid: "1.2.3.4.5.5"
httpsEnabled: true
reuseTransportCertificatesForHttp: false

Options:

3.4.6.2 Node certificates

To generate node certificates, add the node name, the Distinguished Name, the hostname(s), and/or the IP address(es)
in the nodes section:

nodes:
— name: nodel
dn: CN=test.example.com, OU=Dev, O=EMCA Software,C=Poland
dns: test.example.com
ip: 10.0.2.1
- name: node?2
dn: CN=node2.example.com,OU=Dev, O=EMCA Software,C=Poland
dns:
- node2.example.com
- es2.example.com
ip:

(continues on next page)
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(continued from previous page)

- 10.0.2.1
- 192.168.2.1
- name: node3
dn: CN=node3.example.com, OU=Dev, O=EMCA Software,C=Poland
dns: node3.example.com

Generated files:
¢ [nodename] .crt - Node certificate
* [nodename] . key - Private key of the node certificate
* [nodename]_http.crt - REST certificate, only generated if reuseTransportCertificatesForHttp is false

* [nodename]_logserver_config_snippet.yml - Logserver Guard configuration snippet for this
node, add this to opensearch.yml

Options:

3.4.7 Admin and client certificates

To generate admin and client certificates, add the following lines to the configuration file:

clients:
- name: spock
dn: CN=spock.example.com,OU=Dev, O=EMCA Software,C=Poland
- name: kirk
dn: CN=kirk.example.com, OU=Dev,O=EMCA Software,C=Poland
admin: true

Generated files:

e [name] .crt - Client certificate

* [name] . key - Private key of the client certificate

e client-certificates.readme - Contains the auto-generated passwords for the certificates
Options:

Note that you need to mark at least one client certificate as an admin certificate.

3.4.8 Documentation link

To update the link that is inserted into the generated readme files:
documentationLink: "https://link-to-docs.com"

Options:

3.4.9 Adding certificates after the first run

You can always add more node- or admin certificates as you need them after the initial run of the tool. As a precondition
* the root CA and, if used, the intermediate certificates and keys must be present in the output folder

* the password of the root CA and, if used, the intermediate CA must be present in the config file
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If you use auto-generated passwords, copy them from the generated root—ca . readme file to the configuration file.

Certificates that have already been generated in a previous run of the tool will be left untouched unless you run the tool
with the —o, ——overwrite switch. In this case, existing files are overwritten. If you have chosen to auto-generate
passwords, new keys with auto-generated passwords are created.

3.4.10 Creating CSRs

If you just want to create CSRs to submit them to your local CA, you can omit the CA part of the config complete.
Just define the default, node, and client section, and run the TLS tool with the —csr switch.

3.5 Browser layer encryption

Secure Sockets Layer (SSL) and Transport Layer Security (TLS) provide encryption for data-in-transit. While these
terms are often used interchangeably, ITRS Log Analytics GUI supports only TLS, which supersedes the old SSL
protocols. Browsers send traffic to ITRS Log Analytics GUI and ITRS Log Analytics GUI sends traffic to Elasticsearch
database. These communication channels are configured separately to use TLS. TLS requires X.509 certificates to
authenticate the communicating parties and perform encryption of data-in-transit. Each certificate contains a public
key and has an associated—but separate—private key; these keys are used for cryptographic operations. ITRS Log
Analytics GUI supports certificates and private keys in PEM format and supports the TLS 1.3 version.

3.5.1 Configuration steps

1. Obtain a server certificate and private key for ITRS Log Analytics GUI.

Kibana will need to use this “server certificate” and the corresponding private key when receiving connections
from web browsers.

When you obtain a server certificate, you must set its subject alternative name (SAN) correctly to ensure that
modern web browsers with hostname verification will trust it. You can set one or more SANSs to the ITRS Log
Analytics GUI server’s fully qualified domain name (FQDN), hostname, or IP address. When choosing the
SAN, you should pick whichever attribute you will be using to connect to Kibana in your browser, which is
likely the FQDN in a production environment.

2. Configure ITRS Log Analytics GUI to access the server certificate and private key.

vi /etc/kibana/kibana.yml

server.ssl.enabled: true
server.ssl.supportedProtocols: ["TLSv1.3"]
server.ssl.certificate: "/path/to/kibana-server.crt"
server.ssl.key: "/path/to/kibana-server.key"

3. Set HTTPS in configuration file for the License server:

vi /opt/license-service/license-service.conf

elasticsearch_connection:
hosts: ["els_host _TIP:9200"]

username: license
password: "license_user_password"

https: true
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3.6 Building a cluster

3.6.1 Node roles

Every instance of the Elasticsearch server is called a node. A collection of connected nodes is called a cluster. All
nodes know about all the other nodes in the cluster and can forward client requests to the appropriate node.

Besides that, each node serves one or more purposes:

* Master-eligible node - A node that has a node.master set to true (default), which makes it eligible to be elected
as the master node, which controls the cluster

¢ Data node - A node that has a node.data set to true (default). Data nodes hold data and perform data-related
operations such as CRUD, search, and aggregations

¢ Client node - A client node has both node.master and node.data set to false. It can neither hold data nor become
the master node. It behaves as a “smart router” and is used to forward cluster-level requests to the master node
and data-related requests (such as search) to the appropriate data nodes

* Tribe node - A tribe node, configured via the fribe.* settings, is a special type of client node that can connect to
multiple clusters and perform search and other operations across all connected clusters.

3.6.2 Naming convention

Elasticsearch requires little configuration before going to work.
The following settings must be considered before going to production:

¢ path.data and path.logs - default locations of these files are /var/lib/elasticsearchand /var/log/
elasticsearch.

* cluster.name - A node can only join a cluster when it shares its cluster.name with all the other nodes in
the cluster. The default name is “elasticsearch”, but you should change it to an appropriate name that describes
the purpose of the cluster. You can do this in the /etc/elasticsearch/elasticsearch.yml file.

* node.name - By default, Elasticsearch will use the first seven characters of the randomly generated UUID as the
node ID. Node ID is persisted and does not change when a node restarts. It is worth configuring a more human-
readable name: node .name: prod-data-2infile /etc/elstaicsearch/elasticsearch.yml

* network.host - parameter specifying network interfaces to which Elasticsearch can bind. The default is
network.host: [”_local_”, “_site_"].

* discovery - Elasticsearch uses a custom discovery implementation called “Zen Discovery”. There are two
important settings:

— discovery.zen.ping.unicast.hosts - specify a list of other nodes in the cluster that are likely
to be live and contactable;

— discovery.zen.minimum_master_nodes - to prevent data loss, you can configure this setting so
that each master-eligible node knows the minimum number of master-eligible nodes that must be visible
to form a cluster.

¢ heap size - By default, Elasticsearch tells the JVM to use a heap with a minimum (Xms) and maximum (Xmx)
size of 1 GB. When moving to production, it is important to configure heap size to ensure that Elasticsearch has
enough heap available

30 Chapter 3. Configuration



ITRS-Log-Analytics-7.x Documentation, Release latest

3.6.3 Config files
To configure the Elasticsearch cluster you must specify some parameters in the following configuration files on every
node that will be connected to the cluster:
e /etc/elsticsearch/elasticserach.yml:
— cluster.name:name_of_the_cluster - same for every node;
— node.name:name_of_the_node - uniq for every node;
— node.master:true_or_false
— node.data:true_or_false
— network.host:["_local ","_site_"]
— discovery.zen.ping.multicast.enabled
— discovery.zen.ping.unicast.hosts
e /etc/elsticsearch/log4j2.properties:

- logger: action: DEBUG - for easier debugging.

3.6.4 TLS Certificates

To generate TLS certificates for each node of the cluster, you can check the logserver—-cluster.yml config that
is provided with the t 1stool . sh.

cd /usr/share/elasticsearch/utils/tlstool
bash tlstool.sh -c config/logserver-cluster.yml -ca -crt

3.6.5 Example setup

Example of the Elasticsearch cluster configuration:
e file /etc/elasticsearch/elasticsearch.yml:

cluster.name: tm-lab node.name: “elk01” node.master: true node.data: true network.host:
127.0.0.1,10.0.0.4 http.port: 9200 discovery.zen.ping.multicast.enabled: false discovery.zen.ping.unicast.hosts:
[10.0.0.4:9300,°10.0.0.5:9300”,710.0.0.6:9300”’]

« to start the Elasticsearch cluster execute the command:

systemctl restart elasticsearch

¢ to check the status of the Elasticsearch cluster execute the command:

— check the Elasticsearch cluster nodes status via TCP port:

curl -XGET '127.0.0.1:9200/_cat/nodes?v'
host ip heap.percent ram.percent load node.role master name
10.0.0.4 10.0.0.4 18 91 0.00 - - elkO01l
10.0.0.5 10.0.0.5 66 91 0.00 d * elk02
10.0.0.6 10.0.0.6 43 86 0.65 d m elk03
10.0.0.7 10.0.0.7 45 77 0.26 d m elk04

— check the status of the Elasticsearch cluster via the log file:

3.6. Building a cluster 31



ITRS-Log-Analytics-7.x Documentation, Release latest

tail -f /var/log/elasticsearch/tm-lab.log (cluster.name)

3.6.6 Adding a new node to the existing cluster
Install the new ITRS Log Analytics instance. The description of the installation can be found in the chapter “First
Configuration Steps”
Change the following parameters in the configuration file:
e cluster.name :name_of_the_cluster same for every node;
* node.name :name_of_the_node uniq for every node;
* node.master :true_or_false
e node.data:true_or_false

e discovery.zen.ping.unicast.hosts: [ “10.0.0.4:9300”, “10.0.0.5:9300”, “10.0.0.6:9300” ] - IP
addresses and instances of nodes in the cluster.

If you add a node with the role data, delete the contents of the path.data directory, by default in /var/1lib/
elasticsearch

Restart the Elasticsearch instance of the new node:

systemctl restart elasticsearch

3.7 Disk-based shard allocation

Since version 7.4.3 of Logserver a feature was added to keep you informed about your disk usage. Disk-based shard
allocation settings are used to determine the GUI behaviour.

(3 Your cluster is running low on disk(s) space: DI-33 [LOW STAGEI;

cluster is running low on disk space low stage

cluster is running low on disk space high stage

cluster is running low on disk space flood stage

These labels will appear when a certain watermark level is exceeded. Its function is to inform you to take action.
Maybe tweak your retention settings or add disk space to your servers.

The “low stage” can be dismissed, but starting with the “high stage”, you will be forcibly redirected to the GUI status
page, so it is better to act early.

3.7.1 What is a watermark

1. Low stage

Controls the low watermark for disk usage. When exceeded Logserver will not allocate shards to that node.
This setting does not affect the primary shards of newly-created indices but will prevent their replicas from
being allocated.
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2. High stage

Controls the high watermark. When exceeded Logserver will attempt to relocate shards away from a node whose
disk exceeds it. This setting affects the allocation of all shards, whether previously allocated or not.

3. Flood stage

This setting is a last resort to prevent nodes from running out of disk space - which should be at all costs
avoided.

Controls the flood stage watermark. Logserver enforces a read-only index block (in-
dex.blocks.read_only_allow_delete) on every index that has one or more shards allocated on the node,
and that has at least one disk exceeding the flood stage. The index block is automatically released when the
disk utilization falls below the high watermark.

Even if you are running Logserver in a single node environment, configuring the above is highly recommended.

While the GUI will always inform you about your disk usage, to take advantage of the above benefits you will need to
configure the thresholds yourself especially if you are updating from an earlier Logserver version.

3.7.2 Configuring watermark stages

1. On fresh 7.4.3 or newer installations of Logserver these are the default watermark values:
e low: 95%
* high: 97%
¢ flood: 99%

2. To change them, you can use Logserver API like in the following example:

curl localhost:9200/_cluster/settings —-XPUT -H 'content-type: application/Jjson' -

~d '{

"persistent": {
"cluster.routing.allocation.disk.threshold_enabled": "true",
"cluster.routing.allocation.disk.watermark.flood_stage": "10gb",
"cluster.routing.allocation.disk.watermark.high": "25gb",
"cluster.routing.allocation.disk.watermark.low": "50gb"

}
} v

With that the “low stage” starts when the disk space for Logserver indices falls below the 50 GB mark; “high”
below 25 GB and “flood” below 10 GB.

3. You can also use percentages for that but not both - you cannot mix byte values and percentages.

4. Important! Also modify Logserver configuration file /etc/elasticsearch/elasticsearch.yml:

cluster.routing.allocation.disk.threshold enabled: true
cluster.routing.allocation.disk.watermark.low: "50gb"
cluster.routing.allocation.disk.watermark.high: "25gb"
cluster.routing.allocation.disk.watermark.flood stage: "10gb"

Take in mind you will have to change those values on all of your cluster nodes this way. Restart is not required
as API was used earlier.

Thanks to that, settings will be protected against a state failure.

3.7. Disk-based shard allocation 33



ITRS-Log-Analytics-7.x Documentation, Release latest

3.8 Authentication with Active Directory

The AD configuration should be done in the /etc/elasticsearch/properties.yml file.

Below is a list of settings to be made in the properties.yml file (the commented section in the file for the AD
settings to start working, this fragment should be uncommented):

ldaps:
- name: "example.com" # domain that is configured

host: "127.0.0.1,127.0.0.2" # 1list of server for this domain

#port: 389 # optional, default 389 for unencrypted session or 636 for encrypted,
—sessions

ssl_enabled: false # optional, default true

#ssl_trust_all_certs: true # optional, default false

#ssl.keystore.file: "path" # path to the truststore store

#ssl.keystore.password: "path" # password to the trusted certificate store

bind dn: [admin@example.com] # account name administrator

bind_password: "password" # password for the administrator account

search_user_base DN: "OU=lab,DC=example,DC=com" # search for the DN user tree
—database

#user_id_attribute: "uid # search for a user attribute optional, by default "uid"

#search_groups_base_DN: "OU=lab,DC=example,DC=com" # group database search. This_,
—~1s a catalog main, after which the groups will be sought.

#unique_member_attribute: "uniqueMember" # optional, default "uniqueMember"

connection_pool_size: 10 # optional, default 30

connection_timeout_in_sec: 10 # optional, default 1

request_timeout_in_sec: 10 # optional, default 1x*

cache_ttl_in_sec: 60 # optional, default 0 - cache disabled

#authentication_only: true # optional ignore role-mapping settings

#default_authentication_roles: [ "roleNamel", "roleName2" ] # roles asigned,
—to new users authenticating using this LDAP server, used when authentication only =_
—true

If we want to configure multiple domains, then in this configuration file we copy the # LDAP section below and
configure it for the next domain.

Below is an example of how an entry for 2 domains should look like. (It is important to take the interpreter to read
these values correctly).

ldaps:

— name: "examplel.com" #DOMAIN 1
host: "127.0.0.1,127.0.0.2"
bind dn: "esauth@examplel.com"
bind password: "password"
search_user_base_ DN: "cn=Users,DC=examplel,DC=com"
ssl_enabled: false

- name: "example2.com" #DOMAIN 2
host: "127.0.0.1,127.0.0.2"
bind dn: "esauth@example2.com"
bind password: "password"
search_user_base_ DN: "cn=Users,DC=example2, DC=com"
ssl_enabled: false

After completing the LDAP section entry in the properties.yml file, save the changes and reload the module
with the below command:

curl -sS —uUSER:PASSWORD localhost:9200/_logserver/auth/reload —-XPOST

34 Chapter 3. Configuration




ITRS-Log-Analytics-7.x Documentation, Release latest

Example:

curl -sS -ulogserver:logserver localhost:9200/_logserver/auth/reload —-XPOST

3.8.1 Configure SSL support for AD authentication

Open the certificate manager on the AD server.

a Consolel - [Console Rooth Certificates (Local Computer)\Personal Certificates] = o ®
@ File  Action View Favorites Window Help - 8 x
= T A=  HE

" Concole Rost Issued To - bisucd By Expiration Date Intende: | Actions

w [yl Certificates (Local Compute o ) ) . -
v = Persenal 2.l example com example.com T/16/2024 Client || Certificates

e rcates @WMS\I:-SHA.Z-WINZDWSERWA.D WMSve-SHAZ-WIN2IT9SERVAD 4/3/2032 Server & Maore Actions

3 7 Trusted Root Certificatic
3 | Enterprise Trust
Y J Intermediate Certificatic
3 ] Trusted Publishers
3 7] Untrusted Certificates
3 ] Third-Party Root Certifis
3 ] Trusted Pecple
3 ] Client Authentication 15
» | Preview Build Roots

| Test Roots
3 | BitLocker Drive Encrypti

] Local NonRemovable
3 | MSIEHstoryaurnal
» ] Rernote Desktop
3 2 Certificate Enroliment R
3 ] Smvan Card Trusted Roo
3 | Trusted Devices
3 7] Web Hasting
» 2] Windaws Live |0 Token
3 7] WindowsServerUpdateS

< || € >

Personal store contains 11 certficates.

Select the certificate and open it
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E Consolel - [Console Root\ Certificates (Local Compaster)\Personal Certificates]

[ File

Action  Miew  Faverites  Windew  Help

o= nE 06 = HE

~ Censole Reet
w gl Ceriificates (Local Compute

e

bl

£

-] Personal
| Certificates
7] Trusted Roat Certificatic
1 Enterprise Trust
7 Intermediate Certificatic
“| Trusted Publishers
7] Untrusted Certificates
"] Third-Party Root Certifis
7 Trusted People
“ Client Authentication |s:
| Preview Build Roots
*] Test Roots
7| Bitlocker Drive Encrypti
| Local MonRemovable ©
| MSIEHistorylaurnal
"] Rernate Desktop
| Certificate Enrollment R
] Srnart Card Trusted Roo
| Trusted Devices
] Web Hosting
| Windaws Live |0 Token
7] WindawsServerUpdateS

*

| bssued To # bsued By
?_,] exarmple.cam example.corm
| T WMSye-SHAZ-WINZOTISERVAD  WMSve-SHAZ

<

Open
Al Tasks

Cut
Copy
Delete

Properties

Help

Expiration Date

THe/2024
12032

Intende: | Actions !
Clent A | Certficates -

Server & Maore Actions

Persanal stere contains 11 certificates.

Select the option of copying to a file in the Details tab
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n  Certificate >

General Details  Certification Path

Show: | <all= w
Field Value 2
D'u'ersiu:un V3
DSEriaI number 6c0000000365697a0b228297...
DSignab_lrE algorithm sha256RSA
DSignab_lrE hash algorithm sha25a
Issuer example.com
D".-'alid from Monday, July 17, 2023 7:23:5...
D'u'alid to Tuesday, July 16, 2024 7:23:...
I-_']'ﬁ hiart Win M 19%erv AN kra lnral e
Edit Properties. .. Copy to File. ..
Click the Next button
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£% Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust ists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Mext.

Cancel

Keep the setting as shown below and click Next
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& b» Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected. If you want to export the private key with the
certificate, you must type a password on a later page.

Do you want to export the private key with the certificate?
Yes, export the private key

(@) No, do not export the private key

Mote: The associated private key is marked as not exportable. Only the certificate
can be exparted.

Cancel

Keep the setting as shown below and click Next.
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& L¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
(®) DER encoded binary X.509 (.CER)
() Base-64 encoded X.509 {.CER)
() Cryptographic Message Syntax Standard - PKCS #7 Certificates (.P78)
Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS £12 (.PFX)

Indude all certificates in the certification path if possible
Delete the private key if the export is successful
Expart all extended properties

Enable certificate privacy

Microsoft Serialized Certificate Store (L55T)

Give the name a certificate

Cancel

40

Chapter 3. Configuration



ITRS-Log-Analytics-7.x Documentation, Release latest

& _&# Certificate Export Wizard

File to Export
Spedfy the name of the file you want to export

File name:

C:\Users \AdministratorjDesktop\certificate. cer Browse. ..

After the certificate is exported, this certificate should be imported into a trusted certificate file that will be used by the
Elasticsearch plugin.

To import a certificate into a trusted certificate file, a tool called ,.keytool.exe” is located in the JDK installation
directory.

Use the following command to import a certificate file:

keytool —-import -alias adding_certificate_keystore —-file certificate.cer -keystore
—certificatestore

The values certificat.cer and certificationstore should be changed accordingly.

By doing this, he will ask you to set a password for the trusted certificate store. Remember this password, because it
must be set in the configuration of the Elasticsearch plugin. The following settings must be set in the properties.
yml configuration for SSL:

ssl.keystore.file: "<path to the trust certificate store>"
ssl.keystore.password: "<password to the trust certificate store>"
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3.8.2 Role mapping

In the /etc/elasticsearch/properties.yml configuration file you can find a section for configuring role
mapping:

# LDAP ROLE MAPPING FILE
# rolemapping.file.path: /etc/elasticsearch/role-mappings.yml

This variable points to the file /etc/elasticsearch/role-mappings.yml Below is the sample content for
this file:

# admin - superuser group
admin:
— "CN=Admins,CN=Builtin,DC=example, DC=com"

gui-access:
— "CN=Admins,CN=Builtin,DC=example, DC=com"

Attention. The role you define in the role-mapping.yml file must be created in the ITRS Log Analytics.

How to the mapping mechanism work? An AD user logs in to ITRS Log Analytics. In the application, there is a
gui-access role, which through the file role-mapping.yml binds to the name of an AD group of which the
user is a member. Additionally, this AD group binds to the ITRS Log Analytics admin role, which points to permission
granted to the user in the application.

Similarly, the mechanism will work for any other role in the application. Important in this configuration is to add every
AD group to gui-access which grants permission to log in and at least one more role which grants permission to
some data.

The gui-access role is not visible in GUI, it’s only used to grant permission to log in.

If field authentication_only is true, user roles will not be mapped and they will be taken from the
default_authentication_roles field. Whenthe default_authentication_roles fieldis not added
in properties.yaml, a user without a role will be created.

Below is a screenshot of the console on which are marked accounts that were created by users logging in from AD

User Management Settings License Info Sync/Copy Scheduler

Create User User List Create Role Role List Objects Permission

QU search Usersroles v User'sdefaultrole ~ GUIAccess v
Username GUI Access Roles Default Role Email Actions
alert % admin B

e-doc X e-doc B
intelligence X admin =]
license X license B
logserver admin

logstash X logstash

esauth@examplel.com v admin admin

N admin admin

esauth@example2.com

Rows per page: 10 v <1
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If you map roles from several domains, for example, dev.examplel.com, and dev.example2.com then in the User List
we will see which user from which domain with which role logged in ITRS Log Analytics.

3.8.3 Password encryption

For security reasons, you can provide the encrypted password for Active Directory integration.To do this use pass-
encrypter.sh script that is located in the Utils directory in the installation folder.

1. Installation of pass-encrypter

cp -pr /instalation_folder/elasticsearch/pass—encrypter /usr/share/elasticsearch/

2. Use pass-encrypter

/usr/share/elasticsearch/utils/pass—encrypter/pass—encrypter.sh

Enter the string for encryption :
new_password
Encrypted string : MTUIMTEwMDcxMzQzMg==1GEG8KUOgyJkoOPuT2C4uw==

3.9 Authentication with Radius

To use the Radius protocol, install the latest available version of ITRS Log Analytics.

3.9.1 Configuration

The default configuration file is located at /etc/elasticsearch/properties.yml:

# Radius opts

#radius.host: "10.4.3.184"
#radius.secret: "quertylqglZww2gl"
#radius.port: 1812

Use appropriate secret based on config file in Radius server. The secret is configured on clients.conf in the
Radius server.

In this case, since the plugin will try to do Radius auth, the client IP address should be the IP address where the
Elasticsearch is deployed.

Every user by default at present gets the admin role

3.10 Authentication with LDAP

To use OpenLDAP authorization, install or update ITRS Log Analytics too at least 7.0.2.

3.10.1 Configuration

The default configuration file is located at /etc/elasticsearch/properties.yml:

* ldap_groups_search - Enable Open LDAP authorization. The 1dap_groups_search switch with true/false
values.
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* search filter - you can define search_filter for each domain. When polling the LDAP / AD server, the
placeholder is changed to the userId (everything before @domain) of the user who is trying to log in. Sample
search_filter:

’search_filter: " (& (objectClass=inetOrgPerson) (cn=%s))"

If no search_filter is given, the default will be used:

’(&(&(objectC“t_gory=Person)(objectClasszUser))(samaccountjamGZ%s)

¢ max_connections - for each domain (must be> = 1), this is the maximum number of connections that will be
created with the LDAP / AD server for a given domain. Initially, one connection is created, if necessary another,
up to the maximum number of connections set. If max_connections is not given, the default value = 10 will be
used.

* ldap_groups_search - filter will be used to search groups on the AD / LDAP server to which the user is trying to
log in. An example of groups_search_filter that works quite universally is:

groups_search_filter: " (| (unigqueMember=%s) (member=%s) )"

Sample configuration:

licenseFilePath: /usr/share/elasticsearch/

ldaps:
- name: "dev.it.example.com"
host: "192.168.0.1"
port: 389 # optional,
—default 389
#ssl_enabled: false # optional,

—default true

#ssl_trust_all_certs: true # optional,
—default false

bind_dn: "Administrator@dev2.it.example.com"

bind_password: "Buspaffmexajl"

search_user_base_DN: "OU=lab,DC=dev,DC=it,DC=example, DC=pl"

search_filter: " (& (objectClass=inetOrgperson) (cn=%s))" # optional,
—default " (& (& (objectCategory=Person) (objectClass=User)) (samaccountname=%s))"
user_1id_attribute: "uid" # optional,

—default "uid"
search_groups_base_DN: "OU=lab,DC=dev,DC=it, DC=example,DC=pl" # base DN,
—which will be used for searching user's groups in LDAP tree
groups_search_filter: " (member=%s)" # optional,
—default (member=%s), 1f ldap_groups_search is set to true, this filter will be,
—used for searching user's membership of LDAP groups

ldap_groups_search: false # optional,
—default false — user groups will be determined basing on user's memberOf
—attribute

unique_member_attribute: "uniqueMember" # optional,
—default "uniqueMember"

max_connections: 10 # optional,
—default 10

connection_timeout_in_sec: 10 # optional,
—default 1

request_timeout_in_sec: 10 # optional,
—default 1

cache_ttl_in_sec: 60 # optional,
Sderault U - cache disabled (continues on next page)
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(continued from previous page)

[ J

When the password is longer than 20 characters, we recommend using our pass-encrypter, otherwise, the back-
slash must be escaped with another backslash. Endpoint role-mapping/_reload has been changed to
_role-mapping/reload. This is a unification of API conventions, following Elasticsearch conventions.

3.11 Configuring Single Signh On (SSO)

To configure SSO, the system should be accessible by domain name URL, not IP address or localhost.
Correct: https://loggui.com:5601/login Wrong: https://localhost:5601/login, https://10.0.10.120:5601/login
The configuration description described below is based on:

¢ AD Domain / Realm: example.com

e ADIP Address: 192.168.3.111

e GUI Url: loggui.com

To enable SSO on your system, follow the steps below.

3.11.1 Configuration steps

1. Create a User Account for Elasticsearch auth plugin In this step, a Kerberos Principal representing the Elastic-
search auth plugin is created on the Active Directory. The principal name would be name@EXAMPLE . COM,
while the EXAMPLE . COM is the administrative name of the realm.

Create a User in AD. Set “Account never expires” and enable support for Kerberos encryption as shown below.
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esauth Properties ? >
Member Of Dial-n Environment Sessions
Remote control Remote Desktop Services Profile COM+

General Address Account Prafile Telephones Crganization

User logon name:

|esal.rth | example.com bl

User logon name (pre-Windows 2000):
| EXAMPLE) | [esauth

Logon Hours.. Log On To...

[ ] Unlock account

Account options:

[ Uze only Kerberos DES encryption types for this account ™
This account supports Kerberos AES 128 bit encryption.
This account supports Kerberos AES 256 bit encryption.

[ Do not reguire Kerberos preauthentication b W
Account expires

(®) Never

(") End of; Sunday . August 20, 2023 |

Concal | | roh || Hep

2. Define the Service Principal Name (SPN) and Create a keytab file for it
Use the following command to create the keytab file identyfying the SPN:

C:> ktpass —out c:\Users\Administrator\esauth.keytab -princ HTTP/loggui.
—COmM@EXAMPLE.COM -mapUser esauth -mapOp set —-pass 'Sprint$123' -crypto ALL -
. pType KRB5_NT_PRINCIPAL

Details of the used switches:
e —out - path to the keytab file

* —-mapUser - name of the previously created AD user. It might need to be preceded with pre-Windows
2000 logon if user cannot be found (e.g. EXAMPLE \esauth on the screenshot).

* —princ - service principal name. Must start with uppercase HTTP/ and must end with uppercase domain
after the @ sign. Will be used later to configure principal.

* —pass - password that secures the keytab file itself (not connected user’s password!). Will be used later
to configure principal’s password.

For more details about the ktpass tool, please refer to the official documentation: ktpass details.

46 Chapter 3. Configuration


https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/ktpass

ITRS-Log-Analytics-7.x Documentation, Release latest

The esauth.keytab file should be placed on your elasticsearch node - preferably /etc/
elasticsearch/ with read permissions for elasticsearch user:

chmod 640 /etc/elasticsearch/esauth.keytab
chown elasticsearch: /etc/elasticsearch/esauth.keytab

3. Create a file named krb5Login.conf:

com.sun.security.jgss.initiate {
com.sun.security.auth.module.Krb5LoginModule required
principal="HTTP/loggui.com@EXAMPLE.COM"
useKeyTab=true

/etc/elasticsearch/esauth.keytab

Vi
com.sun.security. jgss.krb5.accept {
com.sun.security.auth.module.Krb5LoginModule required

The principal user and keyTab location should be changed as per the values created in Step 2. Make sure the do-
main is in UPPERCASE as shown above. The krb5Login. conf file should be placed on your elasticsearch
node, for instance, /etc/elasticsearch/ with read permissions for the elasticsearch user:

sudo chmod 640 /etc/elasticsearch/krb5Login.conf
sudo chown elasticsearch: /etc/elasticsearch/krb5Login.conf

4. Uncomment and edit JVM  arguments, in /etc/elasticsearch/Jjvm.options.d/
single-sign-logon.options as shown below:

-Dsun.security.krb5.debug=false \
-Djava.security.krb5.realm=++«EXAMPLE.COMx»* \
-Djava.security.krb5.kdc=+%192.168.3.111%% \
-Djava.security.auth.login.config=/etc/elasticsearch/krb5Login.conf \
-Djavax.security.auth.useSubjectCredsOnly=false

Change the .krb5.realm and .krb5.kdc to the appropriate values. Realm is defined as used domain
(must be in UPPERCASE) realm and . kdc is AD’s IP address. Those JVM arguments have to be set for the
Elasticsearch server.

5. Authentication options if authentication_only: trueis set

If a user does not exist, Logserver will create the user without a role. Role in role-mapping.yml would be
ignored and role gui-access from default_authentication_roles: ["gui-access"] will
be assigned.

6. Add the following additional (sso.domain, service_principal_name, service_principal_name_password) settings
for LDAP in properties.yml file:

sso.domain: "example.com"

ldaps:

- name: "example.com"
host: "IP_address"

(continues on next page)
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(continued from previous page)

port: 389
ssl_enabled: false
ssl_trust_all certs: false
bind dn: "esauth@example.com"
—anonymous bind
bind_password: "password" # optional, skip for,,
—anonymous bind (AD admin's password)
search_user_base_DN: "cn=Users,DC=example,DC=com"
user_id_attribute: "uid" # optional, default "uid"
unique_member_attribute: "uniqueMember" # optional, default
— "uniqueMember"

optional, default 389
optional, default true
optional, default false
optional, skip for,

H FH W K

service_principal_name: "HTTP/loggui.com@EXAMPLE.COM" # principal name used,,
—while generating the keytab file

service_principal name_password: "Sprint$123" # -pass used during keytab,,
—creation

Note: At this moment, SSO works for only a single domain. So you have to mention for what domain SSO
should work in the above property sso.domain - in this example it should be “example.com”.

7. After completing the LDAP section entry in the properties.yml file, save the changes and send a request for
reload authentication data with the command:

’curl -sS -u username:password localhost:9200/_logserver/auth/reload —-XPOST

8. Enable the SSO feature in the kibana.yml file:

’login.sso_enabled: true

9. After that Kibana has to be restarted:

sudo systemctl restart kibana.service

3.11.2 Client (Browser) Configuration
3.11.2.1 Internet Explorer configuration

1. Goto Internet Options from the Tools menu and click on Security Tab:

48 Chapter 3. Configuration




ITRS-Log-Analytics-7.x Documentation, Release latest

Internet Options ? ot

General Security Privacy Content Connections Programs Advanced

Select a zone to view or chanage security settings.

v 3 v i

Internet Local intranet Trusted sites v
£ >
Local intranet
) . . Sites
This zone is for all websites that are
found on your intranet,
Security level for this zone
Allowed levels for this zone: All
Medium-low
- Appropriate for websites on your local network
{intranet)
. - Most content will be run without prompting you

- Unsigned ActiveX controls will not be downloaded
- Same as Medium level without prompts

Enable Protected Mode (requires restarting Internet Explorer)

Custom level... Default level

Rezet all zones to default level

Cancel Apply

2. Select Local intranet,clickon Site -> Advanced -> Provide correct URL -> Click Add:

3.11. Configuring Single Sigh On (SSO)
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Local intranet >

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:
| https://loggui.com| | | Add

Wehsites;

Remove

[ ]Require server verification (https:) for all sites in this zone

Close

After adding the site click close.

3. Click on the custom level and select the option as shown below:
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Security Settings - Local Intranet Zone et

Settings

() Disable ~
(@ Enable

| Enable XS5 filter
(@ Disable
) Enable

| Seripting of Java applets
() Disable
(@ Enable
O Prompt

EE‘ User Authentication

ﬂ_!‘ Logon
) Anonymous logon
®
() Automatic logon with current user name and password
() Prompt for user name and password

< b3
*Takes effect after you restart your computer

Reset custom settings

Resetto:  Mediumdow (default) ~ Reset...

Cancel

3.11.2.2 Chrome configuration

For Chrome, the settings are taken from the IE browser.

3.11.2.3 Firefox Configuration

Update the following config:
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- ahDUt:CDnﬁg x

& G o & Firefox  about:config

Search: O network.nego

Preference Mame - Status Type Value
network.negotiate-auth.allow-non-fqdn default boolean false
network.negotiate-auth.allow-proxies default boolean true
network.negotiate-auth.delegation-uris modified string hitps://loggui.com
network.negotiate-auth.gsslib default string
network.negotiate-auth.trusted-uris modified string https:/{loggui.com
network.negotiate-auth.using-native-gsslib default boolean true

3.11.3 KBC error codes

3.12 Default home page

To set the default application for the GUI home page, please do the following:

* edit /etc/kibana/kibana.yml configuration file:

vi /etc/kibana/kibana.yml

¢ change the following directives:

# Home Page settings
fkibana.defaultAppId: "home"

example:

# Home Page settings
kibana.defaultAppId: "alerts"

3.13 Configure email delivery

3.13.1 Configure email delivery for sending PDF reports in Scheduler

The default e-mail client that installs with the Linux CentOS system, which is used by ITRS Log Analytics to send
reports (Section 5.3 of the Reports chapter), is postfix.

3.13.1.1 Configuration file for postfix mail client

The postfix configuration directory for CentOS is /etc/postfix. It contains files:
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main.cf - the main configuration file for the program specifying the basic parameters
Some of its directives:

master.cf - defines the configuration settings for the master daemon and the way it should work with other agents to
deliver mail. For each service installed in the master.cf file seven columns define how the service should be used.

access - can be used to control access based on an e-mail address, host address, domain, or network address.
Examples of entries in the file

After making changes to the access file, you must convert its contents to the access.db database with the postmap
command:

postmap /etc/postfix/access
11 /etc/postfix/accessx*

-rw-r—-—-r-—. 1 root root 20876 Jan 26 2014 /etc/postfix/access
-rw-r——r—-—. 1 root root 12288 Feb 12 07:47 /etc/postfix/access.db

canonical - mapping incoming e-mails to local users.
Examples of entries in the file:

To forward emails to userl to the [user]l @yahoo.com] mailbox:

’userl userl@yahoo.com

To forward all emails for example.org to another example.com domain:

’@example.org @example.com

After making changes to the canonical file, you must convert its contents to the canonical.db database with the postmap
command:

postmap /etc/postfix/canonical
11 /etc/postfix/canonicalx

-rw-r——r—-—. 1 root root 11681 2014-06-10 /etc/postfix/canonical
-rw-r—-—-r——. 1 root root 12288 07-31 20:56 /etc/postfix/canonical.db

generic - mapping of outgoing e-mails to local users. The syntax is the same as a canonical file. After you make a
change to this file, you must also run the postmap command.

postmap /etc/postfix/generic
11 /etc/postfix/genericx

-rw-r——r—-—. 1 root root 9904 2014-06-10 /etc/postfix/generic
-rw-r——r——. 1 root root 12288 07-31 21:15 /etc/postfix/generic.db

relocated — information about users who have been transferred. The syntax of the file is the same as canonical and
generic files.

Assuming the user]l was moved from example.com to example.net, you can forward all emails received at the old
address to the new address:

Example of an entry in the file:
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<userl@example.com> <userl@example.net>

After you make a change to this file, you must also run the postmap command.

postmap /etc/postfix/relocated
11 /etc/postfix/relocatedx*

-rw-r——r-—. 1 root root 6816 2014-06-10 /etc/postfix/relocated
-rw-r——r——. 1 root root 12288 07-31 21:26 /etc/postfix/relocated.d

transport — mapping between e-mail addresses and the server through which these e-mails are to be sent (next hops)
in the transport format: nexthop.

Example of an entry in the file:

<userl@example.com> smtp:hostl.example.com

After you make changes to this file, you must also run the postmap command.

postmap /etc/postfix/transport
11 /etc/postfix/transportx*

-rw-r—-—-r-—. 1 root root 12549 2014-06-10 /etc/postfix/transport
-rw-r——r-—. 1 root root 12288 07-31 21:32 /etc/postfix/transport.db

virtual - user to redirect e-mails intended for a certain user to the account of another user or multiple users. It can also
be used to implement the domain alias mechanism.

Examples of the entries in the file:

Redirecting email for userl, to root users and user3:

’userl root,user3

Redirecting email for user 1 in the example.com domain to the root user:

’<userl@example.com> root

After you make a change to this file, you must also run the postmap command:

postmap /etc/postfix/virtual
11 /etc/postfix/virtual

-rw-r——r-—. 1 root root 12494 2014-06-10 /etc/postfix/virtual
-rw-r——r——. 1 root root 12288 07-31 21:58 /etc/postfix/virtual.db

3.13.1.2 Basic postfix configuration

Base configuration of postfix application you can make in /etc/postfix/main. cf configuration file, which must
be completed with the following entry:

* section # RECEIVING MAIL

s = all
ipv4

inet_in

inet_p
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* section # INTERNET OR INTRANET

relayhost = [IP mail server]:25 (port number)

In the next step, you must complete the canonical file of the postfix

At the end, you should restart the postfix:

’ systemctl restart postfix

3.13.1.3 Example of postfix configuration with SSL encryption enabled
To configure email delivery with SSL encryption you need to make the following changes in the postfix configuration
files:

¢ /etc/postfix/main.cf - file should contain the following entries in addition to standard (unchecked
entries):

ination = Smyhostname, localhost.Smydomain, localhost

> = example.com

= [smtp.example.com] :587

_auth ! = yes

naps = hash:/etc/postfix/sasl_passwd

ty_options = noanonymous
= /root/certs/cacert.cer

yes
s hanism _filter = plain, login
smtp_sasl tls security options = noanonymous
canonical_maps = hash:/etc/postfix/canonical
smtp_generic_maps = hash:/etc/postfix/generic
smtpd recipient restrictions = permit_sasl_authenticated

¢ /etc/postfix/sasl_passwd - file should define the data for authorized

[smtp.example.com] : 587 [USER@example.com:PASS]
[smtp.example.com] : 587 username:password

You need to give appropriate permissions:

chmod 400 /etc/postfix/sasl_passwd

and map configuration to the database:

postmap /etc/postfix/sasl_passwd
postmap /etc/postfix/canonical
postmap /etc/postfix/generic

next, you need to generate a CA cert file:

’cat /etc/ssl/certs/Example_Server_ CA.pem | tee —-a etc/postfix/cacert.pem

Finally, you need to restart the postfix

’systemctl restart postfix
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3.14 Custom notification on the workstation

The mechanism of personalization of notification at the workstation will be implemented by combining alerting mech-
anisms, triggering integrated commands, and triggering interaction scripts allowing for the transfer of a personalized
notification to the workstation. The notifications will use a specific script, which can inform all logged-in users or the
selected one about the detection of individual incidents.

Configuration steps
1. Create a new alert rule or edit an existing one according to the instruction: Creating Alerts,
2. Inthe Alert™" Method field select the Command method,
3. Add the following script name to Path to script/command field:

notifyworkstation.py

3.15 Agents module

Before use ensure that you have all the required files

* Tool for generating the necessary certificates: /usr/share/elasticsearch/utils/tlstool/
tlstool.sh;

» Logstash utilities:

./integrations/masteragent/conf.d/masteragent {0l-input-agents.conf, 050-filter-—
—agents.conf, 100-output-agents.conf}
./integrations/masteragent/masteragent.yml.off.

e Linux Agent files: . /agents/masteragent/agents/linux/masteragent:

Executable: MasterBeatAgent. jar

Configuration File for MasterAgent (server): MasterBeatAgent.conf

Configuration File for Agent (client): agent .conf

Service file: masteragent .service

3.15.1 Preparations

EVERY COMMAND HAS TO BE EXECUTED FROM /INSTALL DIRECTORY.

1. Generate the certificates using tlstools.sh script from /usr/share/elasticsearch/utils/
tlstool/.

* Update the IP of the node directive, by replacing <logstash ip address> with the logstash server
ip in the provided masteragent.yml config (/usr/share/elasticsearch/utils/tlstool/
config/masteragent.yml).

» Generate certs using masteragent configuration (by default it will be saved to the out / dir):

/usr/share/elasticsearch/utils/tlstool/tlstool.sh —-c /usr/share/elasticsearch/
—utils/tlstool/config/masteragent.yml -ca —-crt -t agents/masteragent/
—certificates

» Create KeyStore and TrustStore. Set the KeyStore password of your choice that is utilized to securely store
certificates:
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cd agents/masteragent/certificates

keytool —-import -file rootCA.crt -alias root -—-keystore root.jks —-storetype jks
openssl pkcsl2 -export —-in localhost.crt -inkey localhost.key -out node_name.
—pPl2 -name localhost -certfile rootCA.crt

cd -

 Set the KeyStore password of your choice that is utilized to securely store certificates.
* Type ‘yes’ when “Trust this certificate?”” monit will be shown.

* Set the TrustStore password of your choice that is used to secure CAs. Remember entered passwords -
they’1l be used later!

2. Configure firewall to enable communication on used ports (defaults: TCP 8080 -> logstash, TCP 8081 -> agent’s
server).

¢ These ports can be changed but must reflect “port” and “logstash” directives from an agent.conf file to
ensure a connection with the agent.

* Commands for default ports:

firewall-cmd —--permanent —--zone public --add-port 8080/tcp
firewall-cmd —--permanent --zone public —--add-port 8081/tcp

3. Configure Logstash:
* Copy files:

cp —rf ./integrations/masteragent/conf.d/* /etc/logstash/conf.d/

* Copy pipeline configuration:

cp —rf ./integrations/masteragent/*.yml.off /etc/logstash/pipelines.d/
—masteragent.yml

cat ./integrations/masteragent/masteragent.yml.off >> /etc/logstash/pipelines.
—yml

Configure SSL connection, by copying previously generated certificates:

mkdir -p /etc/logstash/conf.d/masteragent/ssl
/bin/cp -rf ./agents/masteragent/certificates/localhost.* ./agents/
—masteragent/certificates/rootCA.crt /etc/logstash/conf.d/masteragent/ssl/

» Set permissions:

’chown -R logstash:logstash /etc/logstash/conf.d/masteragent

¢ Restart service:

’systemctl restart logstash

3.15.2 Installation of MasterAgent - Server Side

* Copy executable and config:
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mkdir -p /opt/agents
—opt/agents

—opt/agents/agent.conf

/bin/cp -rf ./agents/masteragent/agents/linux/masteragent/MasterBeatAgent. jar /

/bin/cp -rf ./agents/masteragent/agents/linux/masteragent/MasterBeatAgent.conf /

Copy certificates:

/bin/cp -rf ./agents/masteragent/certificates/node_name.pl2
—certificates/root.jks /opt/agents/

./agents/masteragent/

* Set permissions:

’chown -R kibana:kibana /opt/agents

» Update the configuration file with KeyStore/TrustStore paths and passwords. Use your preferred editor eg. vim:

’vim /opt/agents/agent.conf

3.15.3 Installation of Agent - Client Side
3.15.3.1 Linux

FOR WINDOWS AND LINUX: ‘Client requires at least Java 1.8+.

Linux Agent - software installed on clients running on Linux OS:

1. Install net-tools package to use Agent on Linux RH / Centos:

yum install net-tools

2. Copy executable and config:

mkdir -p /opt/masteragent

/bin/cp -rf ./agents/masteragent/agents/linux/masteragent/agent.conf ./agents/
—masteragent/agents/linux/masteragent/MasterBeatAgent.jar /opt/masteragent
/bin/cp -rf ./agents/masteragent/agents/linux/masteragent/masteragent.service /
—usr/lib/systemd/system/masteragent.service

3. Copy certificates:

/bin/cp -rf ./certificates/node_name.pl2 ./certificates/root.jks /opt/masteragent/

4. Update the configuration file with KeyStore/TrustStore paths and passwords. Also, update the IP and port (by
default 8080 is used) of the logstash host that the agent will connect to with the ‘logstash’ directive. Use your
preferred editor eg. vim:

vim /opt/masteragent/agent.conf

5. Enable masteragent service:

systemctl daemon-reload
systemctl enable masteragent
systemctl start masteragent
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6. Finally, verify in the Kibana ‘Agents’ plugin if a newly added agent is present. Check masteragent logs execut-
ing:

journalctl -fu masteragent

3.15.3.2 Windows

FOR WINDOWS AND LINUX: ‘Client requires at least Java 1.8+.

1. Ensure that you have all required files (./install/agents/masteragent/agents/windows/

masteragent):
¢ Installer and manifest: agents.exe, agents.xml
e Client: Agents. jar
* Configuration File: agent .conf

. Configure firewall:

Add an exception to the firewall to listen on TCP port 8081. Add an exception to the firewall to allow outgoing
connection to TCP port masteragent:8080 (reasonable only with configured “http_enabled = true”)

. Create C:\Program Files\MasterAgent directory.

. Copy the contents of the . /install/agents/masteragent/agents/windows/masteragent di-
rectory to the C: \Program Files\MasterAgent.

. Copy node_name.p12 and root.jks files from the . /install/agents/masteragent/certificates
to desired directory.

. Update the C: \Program Files\MasterAgent\agent.conf file with KeyStore/TrustStore paths from
the previous step and passwords. Also, update the IP and port (by default 8080 is used) of the logstash host that
the agent will connect to with the ‘logstash’ directive.

. Start PowerShell as an administrator:
To install an agent you can use interchangeably the following methods:

e Method 1 - use installer:

cd "C:\Program Files\MasterAgent"
.\agents.exe install
.\agents.exe start

Method 2 - manually creating service:

New-Service —-name masteragent -displayName masteragent -binaryPathName
—"C:\Program Files\MasterAgent\agents.exe"

8. Finally, verify in the Kibana ‘Agents’ plugin if a newly added agent is present. To check out logs and errors,

look for ‘agents.out.og” and ‘agents.err.log’ filesin the C:\Program Files\MasterAgent
directory after the service starts. Also, check the service status:

.\agents.exe status

3.15.4 Beats - configuration templates

1. Go to the Agent s which is located in the main menu. Then go to Templates and click the Add template

button.
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Agents List  Templates

Q Search.

Template Name
filebeat-finux
filebeat-windows
metricbeat-linux
metricbeat-windows
packetbeat-linux
packetbeat-windows
wazuh-agent-linux
wazuh-agent-windows
winlogbeat

Stemplates

Rows per page: 20 v

Assigned

Assignedto

Files
filebeat ymi
filebeatymi
metricoeatyml
metricoeatym
packetbeatymi
packetbeatymi
ossec.conf
ossec.conf

winlogbeat.ymi

2. Click the Create neuw file button at the bottom.

Add new template

Available files

QU search,

File Name

filebeat.ym

filebeat ymi

metricbeat.ym

metricbeat.ym

ossec.conf

ossec.conf

packetbeat.ymi

acketbs

Template name

Full Path
fetc/filebeat/filebeat.yml

Ct\ProgramData\Elastic\Beats\fil
ebeat\filebeat.yml

CH\ProgramData\Elastic\Beatsim
etricbeat\metricbeat.yml

fetc/metricbeat/metricbeat.ymi

C:\Program Files (x86)\0ssec-
agent\ossec.conf

\var\ossec\etc\ossec.conf

C\ProgramData\Elastic\Beats\p
acketbeat\packetbeat.yml

[ packetbeatyml

tyml

template.conf

winlogbeat.ymi

10files

X Close

C\Program
Files\MasterAgent\tmp\template
conf

Ct\ProgramData\Elastic\Beats\w
inlogbeat\winiogbeat.ymi

Description

Linux - 7.12.1

Windows - 7.12.1

Windows - 7.12.1

Linux - 7.12.1

wazuh-agent -
Windows - 3.13.3

wazuh-agent - Linux
-3.133

ndows - 7.12.1

Linux - 7.12.1

7321

@® Lock

Selected files

QU Search
Actions File Name Full Path
0files
2 g

® Add template

Actions
¢ u
¢ °
14
2 ®
X
Description @® Lock Actions

Add files to template.

3. you will see the form to create a file that will be on a client system. There are inputs such as:

¢ Destination Path,

¢ File name,

* Description,

Upload file,
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Add new template  windows templatg

New file
Destination Path Content

C:\Program Files\MasterAgentitmp. v

File name

windows-template.conf

Descripticn (optional)

windows test

®
Upload file or create new one from scratch

7

* close

4. Remember that you must provide the exact path to your directory in the Destination Path field

¢ Content.

Destination Path

C:\Program Files\MasterAgent\tmp | kv

jopt/masteragent/tmp

CA\Program Files\MasterAgent\tmp

5. After that add your file to the template by checking it from the Available files listand clicking Add and
then Create new file.
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Add new template

Available files

QU search

File Name

filebeat.yml

filebeat.yml

metricbeat.yml

metricbeat.yml

ossec.conf

ossec.conf

packetbeat.yml

acketby

wingdows:template

Full Path
fetc/filebeat/filebeat.yml

C:\ProgramDatalElastic\Beats\fil
ebeat\filebeat ymi

C:\ProgramData\Elastic\Beats\m
etricbeatimetricbeat.yml

fetc/metricbeat/metricbeat.yml

C:\Program Files (x86)\ossec-
agent\ossec.conf

\war\ossec\etc\ossec.conf

C:\ProgramData\Elastic\Beats\p
ackstbeat|packetbeat.ymi

Ipacketbeatymi

tymi

template.conf

winlogbeat.yml

10files

X Close

Ci\Program
Files\MasterAgent\tmp\template
conf

C:\ProgramDatalElastic\Beats\w
inlogbeat\winlogbeat.ymi

Description @ Lock
Linux - 7.12.1 &
Windows - 7.12.1 @
Windows - 7.12.1 @
Linux - 7.12.1 &
wazuh-agent -
Windows - 3.13.3 &
wazuh-agent - Linux &
-3.133
Windows - 7.12.1 &
Linux - 7.12.1 &
5]
7121 &

Selected files

Actions

File Name

windows-
template.conf

1file

6. You can now see your template in the Template tab

AgentsList  Templates

Q Search.

Template Name
filebeat-linux
filebeat-windows
metricbeat-linux
metricbeat-windows
packetbeat-linux
packetbeat-windows
wazuh-agent-linux
wazuh-agent-windows
windows-template
winlogbeat
10templates

Rows per page: 20 v

Assigned

Not used

Not used

Not used

Not used

Notused

Not used

Notused

Not used

Notused

Not used

Assigned to

x
Q Search.
Full Path Description © Lock Actions
Ct\Program
Files\MasterAgent\tmp\windows ~windows test o) 2 ¥

~template.conf

~ Save template

@ Add template

Files Actions
filebeat.yml 2
filebeat.yml ¢ 7
metricheat.yml 2
metricheat.yml [
packetbeat.yml 2§
packetbeat.ymi [
ossec.conf 2 g
ossec.conf 2 g
template.conf o B
winlogbeat.ym o ®

7. The next step will be to add the template to the agent by checking the agent’s form list and clicking Apply

o

Template.

QU Search for agent by hostname, OS type or IP.

status
© RUNNING
© RUNNING
© RUNNING
Selected 1 of 3agents

Rows per page: 20 v

Hostname os ®
DI-21 Windows 10 192.168.3.183
centos-stream Linux 192.168.3.110
centos-stream Linux 192.168.3.109

[ G Reindex [ Refresh list G [ Apply template ® l
Port Last revision Agents status Template Actions
8081 03-08-2022 13:56:06 s1/e0 v
8081 03-08-2022 13:51:59 el/e 0 X
8081 03-08-2022 13:29:56 00/ 0 x

The last step is to apply the template by checking it from the list and clicking the Apply button.
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Apply template to the selected agents

Available templates
windows-tempiate -

Selected agents

Hostname P Port Logs
e DI-21 192.168.3.183 8081
1 agent

To these agents selected template will be applied

You can also select multiple agents. Remember, if your file path is Windows type You can only select Windows
agents. You can check the Logs by clicking the icon in the Logs column.

. X
File upload logs - 192.168.3.183:8081
C:\ProgramData\Elastic\Beats\metricbeat\metricbeat.yml: provided directory is not allowed, should be one of [C:\Program [
Files\MasterAgent\tmp]
Close

3.15.5 Agent module compatibility

The Agents module works with Beats agents in the following versions:
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3.15.6 Windows - Beats agents installation
3.15.6.1 Winlogbeat

3.15.6.1.1 Installation
1. Copy the Winlogbeat installer from the installation directory install/Agents/beats/windows/

winlogbeat-oss—7.17.8-windows-x86_64.z1ip and unpack

2. Copy the installation files to the C: \Program Files\Winlogbeat directory

3.15.6.1.2 Configuration

Editing the file: C: \Program Files\Winlogbeat\winlogbeat.yml:

1. In section:

winlogbeat.event_logs:
— name: Application
ignore_older: 72h
- name: Security
— name: System

change to:

winlogbeat.event_logs:
- name: Application
ignore_older: 72h
- name: Security
ignore_older: 72h
— name: System
ignore_older: 72h

2. In section:

setup.template.settings:
index.number_of_ shards: 1

change to:

#setup.template.settings:
#index.number_of_shards: 1

3. In section:

’setup.kibana:

change to:

’#setup.kibana:

4. In section:

output.elasticsearch:
# Array of hosts to connect to.
hosts: ["localhost:9200"]
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change to:

#output.elasticsearch:
# Array of hosts to connect to.
#hosts: ["localhost:9200"]

5. In section:

#output.logstash:
# The Logstash hosts
#hosts: ["localhost:5044"]

change to:

output.logstash:
# The Logstash hosts
hosts: ["LOGSTASH_IP:5044"]

6. In section:

’#tags: ["service-X", "web-tier"]
change to:
’tags: ["winlogbeat"]

7. Run the PowerShell console as Administrator and execute the following commands:

cd 'C:\Program Files\Winlogbeat'
.\install-service-winlogbeat.psl

Security warning
Run only scripts that you trust. While scripts from the internet can be useful,

this script can potentially harm your computer. If you trust this script, use

Do you want to run C:\Program Files\Winlogbeat\install-service-winlogbeat.psl?

the Unblock-File cmdlet to allow the script to run without this warning message.

Suspend [?] Help (default is "D"): R
Output:
Status Name DisplayName
Stopped Winlogbeat Winlogbeat

8. Start Winlogbeat service:

sc start Winlogbeat

Test configuration:

cd 'C:\Program Files\Winlogbeat'
winlogbeat.exe test config
winlogbeat.exe test output

3.15.6.1.3 Drop event

We can also drop events on the agent side. To do this we need to use the drop_event processor
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processors:
- drop_event:
when:
condition

Each condition receives a field to compare. You can specify multiple fields under the same condition by using AND
between the fields (for example, fieldl AND field2).

For each field, you can specify a simple field name or a nested map, for example, dns.question.name.
See Exported Fields for a list of all the fields that are exported by Winlogbeat.
The supported conditions are:

* equals

* contains

* regexp

* range

* network

¢ has_fields

* or

e and

* not

3.15.6.1.3.1 equals

With the equals condition, you can compare if a field has a certain value. The condition accepts only an integer or
a string value.

For example, the following condition checks if the response code of the HTTP transaction is 200:

equals:
http.response.code: 200

3.15.6.1.3.2 contains

The contains condition checks if a value is part of a field. The field can be a string or an array of strings. The
condition accepts only a string value.

For example, the following condition checks if an error is part of the transaction status:

contains:
status: "Specific error"

3.15.6.1.3.3 regexp

The regexp condition checks the field against a regular expression. The condition accepts only strings.

For example, the following condition checks if the process name starts with foo:
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regexp:
system.process.name: ""“foo.x"

3.15.6.1.3.4 range

The range condition checks if the field is in a certain range of values. The condition supports 1t, lte, gt,
and gte. The condition accepts only integer or float values.

For example, the following condition checks for failed HTTP transactions by comparing the http.response.
code field with 400.

range:
http.response.code:
gte: 400

This can also be written as:

range:
http.response.code.gte: 400

The following condition checks if the CPU usage in percentage has a value between 0.5 and 0.8.

range:
system.cpu.user.pct.gte: 0.5
system.cpu.user.pct.lt: 0.8

3.15.6.1.3.5 network

The network condition checks if the field is in a certain IP network range. Both IPv4 and IPv6 addresses are
supported. The network range may be specified using CIDR notation, like “192.0.2.0/24” or “2001:db8::/32”, or by
using one of these named ranges:

* loopback - Matches loopback addresses in the range of 127.0.0.0/8 or ::1/128.

* unicast - Matches global unicast addresses defined in RFC 1122, RFC 4632, and RFC 4291 with the excep-
tion of the IPv4 broadcast address (255.255.255.255). This includes private address ranges.

* multicast - Matches multicast addresses.

e interface_local_multicast - Matches IPv6 interface-local multicast addresses.

* link_local_unicast - Matches link-local unicast addresses.

e 1link local_multicast - Matches link-local multicast addresses.

* private - Matches private address ranges defined in RFC 1918 (IPv4) and RFC 4193 (IPv6).

* public - Matches addresses that are not loopback, unspecified, IPv4 broadcast, link-local unicast, link-local
multicast, interface local multicast, or private.

e unspecified - Matches unspecified addresses (either the IPv4 address “0.0.0.0” or the IPv6 address “::”).

The following condition returns true if the source.ip value is within the private address space.

network:
source.ip: private
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This condition returns true if the destination. ip value is within the [Pv4 range of 192.168.1.0-192.168.
1.255.

network:
destination.ip: '192.168.1.0/24"'

This condition returns true when destination. ip is within any of the given subnets.

network:
destination.ip: ['192.168.1.0/24', '10.0.0.0/8', loopback]

3.15.6.1.3.6 has_fields

The has_fields condition checks if all the given fields exist in the event. The condition accepts a list of string
values denoting the field names.

For example, the following condition checks if the http.response. code field is present in the event.

has_fields: ['http.response.code']

3.15.6.1.3.7 or

The or operator receives a list of conditions.

or:
- <conditionl>
- <condition2>
- <condition3>

For example, to configure the condition http.response.code = 304 OR http.response.code =
404:

or:
- equals:
http.response.code: 304
- equals:
http.response.code: 404

3.15.6.1.3.8 and

The and operator receives a list of conditions.

and:
- <conditionl>
- <condition2>
- <condition3>

For example, to configure the condition http.response.code = 200 AND status = OK:
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or:
- <conditionl>
- and:
- <condition2>
- <condition3>

3.15.6.1.3.9 not

The not operator receives the condition to negate.

not:
<condition>

For example, to configure the condition NOT status = OK:

not:
equals:
status: OK

3.15.6.1.4 Internal queue

Winlogbeat uses an internal queue to store events before publishing them. The queue is responsible for buffering and
combining events into batches that can be consumed by the outputs. The outputs will use bulk operations to send a
batch of events in one transaction.

You can configure the type and behavior of the internal queue by setting options in the queue section of the
winlogbeat .yml config file. Only one queue type can be configured.

This sample configuration sets the memory queue to buffer up to 4096 events:

queue.mem:
events: 4096

Configure the memory queue The memory queue keeps all events in memory.

If no flush interval and no number of events to flush is configured, all events published to this queue will be directly
consumed by the outputs. To enforce spooling in the queue, set the flush.min_events and flush.timeout
options.

By default flush.min_events is setto 2048 and f1lush.timeout is set to 1s.
The output’s bulk_max_size setting limits the number of events being processed at once.

The memory queue waits for the output to acknowledge or drop events. If the queue is full, no new events can be
inserted into the memory queue. Only after the signal from the output will the queue free up space for more events to
be accepted.

This sample configuration forwards events to the output if 512 events are available or the oldest available event has
been waiting for 5s in the queue:

queue.mem:
events: 4096
flush.min_events: 512
flush.timeout: 5s
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Configuration options

You can specify the following options in the queue .mem section of the winlogbeat .yml config file: events
Number of events the queue can store. The default value is 4096 events.

flush.min_events Minimum number of events required for publishing. If this value is set to 0, the output can
start publishing events without additional waiting times. Otherwise, the output has to wait for more events to become
available.

The default value is 204 8.

flush.timeout Maximum wait time for flush.min_events to be fulfilled. If set to Os, events will be immediately
available for consumption. The default value is 1s.

Configure disk queue The disk queue stores pending events on the disk rather than the main memory. This allows
Beats to queue a larger number of events than is possible with the memory queue, and to save events when a Beat
or device is restarted. This increased reliability comes with a performance tradeoff, as every incoming event must be
written and read from the device’s disk. However, for setups where the disk is not the main bottleneck, the disk queue
gives a simple and relatively low-overhead way to add a layer of robustness to incoming event data.

The disk queue is expected to replace the file spool in a future release.

To enable the disk queue with default settings, specify a maximum size:

queue.disk:
max_size: 10GB

The queue will be used up to the specified maximum size on the disk. It will only use as much space as required. For
example, if the queue is only storing 1GB of events, then it will only occupy 1GB on disk no matter how high the
maximum is. Queue data is deleted from the disk after it has been successfully sent to the output.

Configuration options
You can specify the following options in the queue . disk section of the winlogbeat . yml config file:

path The path to the directory where the disk queue should store its data files. The directory is created on startup if
it doesn’t exist.

The default value is "$ {path.data}/diskqueue".

max_size (required) The maximum size the queue should use on disk. Events that exceed this maximum will
either pause their input or be discarded, depending on the input’s configuration.

A value of 0 means that no maximum size is enforced, and the queue can grow up to the amount of free space on the
disk. This value should be used with caution, as filling a system’s main disk can make it inoperable. It is best to use
this setting only with a dedicated data or backup partition that will not interfere with Winlogbeat or the rest of the host
system.

The default value is 10GB.

segment_size Data added to the queue is stored in segment files. Each segment contains some number of events
waiting to be sent to the outputs and is deleted when all its events are sent. By default, segment size is limited to
1/10 of the maximum queue size. Using a smaller size means that the queue will use more data files, but they will be
deleted more quickly after use. Using a larger size means some data will take longer to delete, but the queue will use
fewer auxiliary files. It is usually fine to leave this value unchanged.

The default value is max_size / 10.

read_ahead The number of events that should be read from disk into memory while waiting for an output to request
them. If you find outputs are slowing down because they can’t read as many events at a time, adjusting this setting
upward may help, at the cost of higher memory usage.

The default value is 512.
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write_ahead The number of events the queue should accept and store in memory while waiting for them to be
written to disk. If you find the queue’s memory use is too high because events are waiting too long to be written to
disk, adjusting this setting downward may help, at the cost of reduced event throughput. On the other hand, if inputs
are waiting or discarding events because they are being produced faster than the disk can handle, adjusting this setting
upward may help, at the cost of higher memory usage.

The default value is 204 8.

retry_interval Some disk errors may block the operation of the queue, for example, a permission error writing
to the data directory, or a disk full error while writing an event. In this case, the queue reports the error and retries
after pausing for the time specified in retry_interval.

The default value is 1s (one second).

max_retry_interval When multiple consecutive errors are written to the disk, the queue increases the retry
interval by factors of 2 up to a maximum of max_retry_interval. Increase this value if you are concerned about logging
too many errors or overloading the host system if the target disk becomes unavailable for an extended time.

The default value is 30s (thirty seconds).
3.15.6.2 Filebeat
3.15.6.2.1 Installation

1. Copy the Filebeat installer from the installation directory install/Agents/beats/windows/
filebeat-oss-7.17.8-windows-x86_64.z1ip and unpack

2. Copy the installation files to the C: \Program Files\Filebeat directory

3.15.6.2.2 Configuration

Editing the file: C:\Program Files\Filebeat\filebeat.yml:

1. In section:

- type: log

# Change to true to enable this input configuration.
enabled: false

change to:

- type: log

# Change to true to enable this input configuration.
enabled: true

2. In section:

paths:
- /var/log/*.log
#- c:\programdatalelasticsearch\logs\x

change to:
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paths:
#- /var/log/*.log
#- c:\programdatalelasticsearch\logs\x
— "C:\Program Files\Microsoft SQL Server\*\MSSQL\Log\x*"
- "C:\inetpub\logs\*""

3. In section:

setup.template.settings:
index.number_of_shards: 1

change to:

#setup.template.settings:
#index.number_of_shards: 1

4. In section:

’setup.kibana:

change to:

’#setup.kibana:

5. In section:

output.elasticsearch:
# Array of hosts to connect to.
hosts: ["localhost:9200"]

change to:

#output.elasticsearch:
# Array of hosts to connect to.
#hosts: ["localhost:9200"]

6. In section:

#output.logstash:
# The Logstash hosts
#hosts: ["localhost:5044"]

change to:

output.logstash:
# The Logstash hosts
hosts: ["LOGSTASH_ _IP:5044"]

7. In section:

’#tags: ["service-X", "web-tier"]
change to:
’tags: ["filebeat"]

8. Run the PowerShell console as Administrator and execute the following commands:
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cd 'C:\Program Files\Filebeat'
.\install-service-filebeat.psl

Security warning

Run only scripts that you trust. While scripts from the internet can be useful,
this script can potentially harm your computer. If you trust this script, use
the Unblock-File cmdlet to allow the script to run without this warning message.
Do you want to run C:\Program Files\Filebeat\install-service-filebeat.psl?

Suspend [?] Help (default is "D"): R
Output:
Status Name DisplayName
Stopped Filebeat Filebeat

9. Start Filebeat service:

sc start filebeat

You can enable, disable, and list Filebeat modules using the following command:

cd 'C:\Program Files\Filebeat'
filebeat.exe modules list
filebeat.exe modules apache enable
filebeat.exe modules apache disable

Test configuration:

cd 'C:\Program Files\Filebeat'
filebeat.exe test config
filebeat.exe test output

3.15.6.3 Metricbeat

3.15.6.3.1 Installation

1. Copy the Metricbeat installer from the installation directory install/Agents/beats/windows/
merticbeat-oss-7.17.8-windows-x86_64.zip and unpack

2. Copy the installation files to the C: \Program Files\Merticbeat directory

3.15.6.3.2 Configuration

Editing the file: C:\Program Files\Merticbeat\metricbeat.yml:

1. In section:

setup.template.settings:
index.number_of_shards: 1
index.codec: best_compression

change to:
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#setup.template.settings:
#index.number_of_shards: 1
#index.codec: best_compression

2. In section:

. In section:

’setup.kibana: ‘

change to:

’#setup.kibana: ‘

3. In section:

output.elasticsearch:
# Array of hosts to connect to.
hosts: ["localhost:9200"]

change to:

#output.elasticsearch:
# Array of hosts to connect to.
#hosts: ["localhost:9200"]

#output.logstash:
# The Logstash hosts
#hosts: ["localhost:5044"]

change to:

output.logstash:
# The Logstash hosts
hosts: ["LOGSTASH_TIP:5044"]

5. In section:

’#tags: ["service—-X", "web-tier"] ‘
change to:
’tags: ["metricbeat"]

6. Run the PowerShell console as Administrator and execute the following commands:

cd 'C:\Program Files\Metricbeat'
.\install-service-metricbeat.psl

Security warning

Run only scripts that you trust. While scripts from the internet can be useful,

this script can potentially harm your computer. If you trust this script, use

the Unblock-File cmdlet to allow the script to run without this warning message.

Do you want to run C:\Program Files\Metricbeat\install-service-metricbeat.psl?
Suspend [?] Help (default is "D"): R

Output:
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Status Name DisplayName

Stopped Metricbeat Metricbeat

7. Start Filebeat service:

sc start metricbeat

You can enable, disable, and list Metricbeat modules using the following command:

cd 'C:\Program
metricbeat.exe
metricbeat.exe
metricbeat.exe

Files\Metricbeat'
modules list

modules apache enable
modules apache disable

Test configuration:

cd 'C:\Program
metricbeat.exe
metricbeat.exe

Files\Metricbeat'
test config
test output

3.15.6.4 Packetbeat

3.15.6.4.1 Installation

1. Copy the Packetbeat installer from the installation directory install/Agents/beats/windows/
packetbeat-oss-7.17.8-windows-x86_64.zip and unpack

2. Copy the installation files to the C: \Program Files\Packetbeat directory

3.15.6.4.2 Configuration

Editing the file: C: \Program Files\Packetbeat\packetbeat.yml:

1. In section:

setup.template.settings:
index.number_of_shards: 3

change to:

#setup.template.settings:
#index.number_of_shards: 3

2. In section:

’setup.kibana:

change to:

’#setup.kibana:

3. In section:

3.15. Agents module 75




ITRS-Log-Analytics-7.x Documentation, Release latest

output.elasticsearch:
# Array of hosts to connect to.
hosts: ["localhost:9200"]

change to:

#output.elasticsearch:
# Array of hosts to connect to.
#hosts: ["localhost:9200"]

4. In section:

#output.logstash:
# The Logstash hosts
#hosts: ["localhost:5044"]

change to:

output.logstash:
# The Logstash hosts
hosts: ["LOGSTASH_IP:5044"]

5. In section:

’#tags: ["service-X", "web-tier"]
change to:
’tags: ["packetbeat"]

6. Run the PowerShell console as Administrator and execute the following commands:

cd 'C:\Program Files\Packetbeat'
.\install-service-packetbeat.psl

Security warning

Run only scripts that you trust. While scripts from the internet can be useful,
this script can potentially harm your computer. If you trust this script, use
the Unblock-File cmdlet to allow the script to run without this warning message.
Do you want to run C:\Program Files\Packetbeat\install-service-packetbeat.psl?

Suspend [?] Help (default is "D"): R
Output:
Status Name DisplayName
Stopped Packetbeat Packetbeat

7. Start Packetbeat service:

sc start packetbeat

Test configuration:

cd 'C:\Program Files\Packetbeat'
packetbeat.exe test config
packetbeat.exe test output
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3.15.7 Linux - Beats agents installation
3.15.7.1 Filebeat

3.15.7.1.1 Installation

1. Copy the Filebeat installer from the installation directory install/Agents/beats/linux/
filebeat-0ss-7.17.8-x86_64.rpm

2. Install filebeat with the following command:

yum install -y filebeat-oss-7.17.8-x86_64.rpm

3.15.7.1.2 Configuration

Editing the file: /etc/filebeat/filebeat.yml:

1. In section:

- type: log

# Change to true to enable this input configuration.
enabled: false

change to:

- type: log

# Change to true to enable this input configuration.
enabled: true

2. In section:

setup.template.settings:
index.number_of_shards: 1

change to:

#setup.template.settings:
#index.number_of_shards: 1

3. In section:

’setup.kibana:

change to:

’#setup.kibana:

4. In section:

output.elasticsearch:
# Array of hosts to connect to.
hosts: ["localhost:9200"]

change to:
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#output.elasticsearch:
# Array of hosts to connect to.
#hosts: ["localhost:9200"]

5. In section:

#output.logstash:
# The Logstash hosts
#hosts: ["localhost:5044"]

change to:

output.logstash:
# The Logstash hosts
hosts: ["LOGSTASH_IP:5044"]

6. In section:

’#tags: ["service-X", "web-tier"]
change to:
’tags: ["filebeat"]

7. Start Filebeat service:

systemctl start filebeat

You can enable, disable, and list Filebeat modules using the following command:

filebeat modules list
filebeat modules apache enable
filebeat modules apache disable

Test configuration:

filebeat test config
filebeat test output

3.15.7.2 Metricbeat

3.15.7.2.1 Installation

1. Copy the Metricbeat installer from the installation directory install/Agents/beats/linux/
metricbeat-oss-7.17.8-x86_64.rpm

2. Install Metricbeat with the following command:

yum install -y metricbeat-oss-7.17.8-x86_64.rpm

3.15.7.2.2 Configuration

Editing the file: /etc/metricbeat/metricbeat.yml:

1. In section:
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setup.template.settings:
index.number_of_shards: 1
index.codec: best_compression

change to:

#setup.template.settings:
#index.number_of_shards: 1
#index.codec: best_compression

2. In section:

’setup.kibana:

change to:

’#setup.kibana:

3. In section:

output.elasticsearch:
# Array of hosts to connect to.
hosts: ["localhost:9200"]

change to:

#output.elasticsearch:
# Array of hosts to connect to.
#hosts: ["localhost:9200"]

4. In section:

#output.logstash:
# The Logstash hosts
#hosts: ["localhost:5044"]

change to:

output.logstash:
# The Logstash hosts
hosts: ["LOGSTASH_IP:5044"]

5. In section:

’#taqs: ["service-X", "web-tier"] ‘
change to:
’tags: ["metricbeat"]

Start Filebeat service:

systemctl start metricbeat ‘

You can enable, disable, and list Metricbeat modules using the following command:
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metricbeat modules list
metricbeat modules apache enable
metricbeat modules apache disable

Test configuration:

metricbeat test config
metricbeat test output

3.15.7.3 Packetbeat

3.15.7.3.1 Installation

1. Copy the Packetbeat installer from the installation directory install/Agents/beats/linux/
packetbeat-o0ss-7.17.8-x86_64.rpm

2. Install Packetbeat with the following command:

yum install -y packetbeat-oss-7.17.8-x86_64.rpm

3.15.7.3.2 Configuration

Editing the file: /etc/packetbeat/packetbeat.yml:

1. In section:

setup.template.settings:
index.number_of_shards: 3

change to:

#setup.template.settings:
#index.number_of_ shards: 3

2. In section:

’setup.kibana:

change to:

’#setup.kibana:

3. In section:

output.elasticsearch:
# Array of hosts to connect to.
hosts: ["localhost:9200"]

change to:

#output.elasticsearch:
# Array of hosts to connect to.
#hosts: ["localhost:9200"]

4. In section:
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#output.logstash:
# The Logstash hosts
#hosts: ["localhost:5044"]

change to:

output.logstash:
# The Logstash hosts
hosts: ["LOGSTASH_TIP:5044"]

5. In section:

’#taqs: ["service-X", "web-tier"] ‘
change to:
’tags: ["packetbeat"] ‘

Start Packetbeat service:

servicectl start packetbeat ‘

Test configuration:

packetbeat test config
packetbeat test output

3.16 Kafka

Kafka allows you to distribute the load between nodes receiving data and encrypts communication.

Architecture example:
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Events

G Logstash Input

3.16.1 The Kafka installation

To install the Kafka, follow the steps below:

1. Java installation

yum install java-ll-openjdk-headless.x86_64

2. Create users for Kafka

useradd kafka -m -d /opt/kafka -s /sbin/nologin

3. Download the installation package::

https://www.apache.org/dyn/closer.cgi?path=/kafka/3.2.0/kafka_2.13-3.2.0.tgz

4. Unpack installation files to the /opt /kafka directory:
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tar -xzvf kafka_2.13-3.2.0.tgz -C /opt/
mv /opt/kafka_2.13-3.2.0 /opt/kafka

5. Set the necessary permissions

’chown -R kafka:kafka /opt/kafka

6. Edit configs and set the data and log directory:

’vim /opt/kafka/config/server.properties

’log.dirs:/tmp/kafka—logs

7. Set the necessary firewall rules:

firewall-cmd —--permanent --add-port=2181/tcp
firewall-cmd —--permanent --—-add-port=2888/tcp
firewall-cmd —--permanent --add-port=3888/tcp
firewall-cmd —--permanent --add-port=9092/tcp
firewall-cmd —--reload

8. Create service files:

vim /usr/lib/systemd/system/zookeeper.service

[Unit]
Requires=network.target remote-fs.target
After=network.target remote-fs.target

[Service]
' =simple

User=kafka
Start=/opt/kafka/bin/zookeeper-server-start.sh /opt/kafka/config/zookeeper.
—properties

ExecStop=/opt/kafka/bin/zookeeper—-server—-stop.sh
Restart=on—-abnormal

[Install]
WantedBy=multi-user.target

vim create /usr/lib/systemd/system/kafka.service

[Unit]
Requires=zookeeper.service

After=zookeeper.service

[Service]
Type=simple

User=kafka

ExecStart=/bin/sh -c '/opt/kafka/bin/kafka-server—-start.sh /opt/kafka/config/
—server.properties > /opt/kafka/kafka.log 2>&1'
ExecStop=/opt/kafka/bin/kafka-server—-stop.sh

Restart=on—-abnormal

[Install]
WantedBy=multi-user.target

9. Reload systemct1 daemon and the Kafka services:
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systemctl daemon-reload
systemctl enable zookeeper kafka
systemctl start zookeeper kafka

10. To test add the Kafka topic:

/opt/kafka/bin/kafka-topics.sh —--bootstrap-server localhost:9092 --create —-
—partitions 1 --replication-factor 1 —--topic test

11. List existing topics:

/opt/kafka/bin/kafka-topics.sh --bootstrap-server localhost:9092 --list

12. Generate test messages

/opt/kafka/bin/kafka-console-producer.sh —--topic test --bootstrap-server
—~localhost:9092

message 1

message 2

13. Read test messages

/opt/kafka/bin/kafka-console-consumer.sh —-topic test --from-beginning —-
—bootstrap-server localhost:9092

3.17 Kafka encryption

1. Generate server keystore with certificate pair.
Complete:
* Certificate validity period;
¢ The name of the alias;
¢ The FQDN of the server;

e Server IP;

keytool -keystore server.keystore.jks —-alias {alias_name} -validity {validity} -
—genkey —-keyalg RSA —-ext SAN=DNS:{FQDN}, IP:{server_IP}

2. Creating your own CA

openssl req -new -x509 -keyout rootCA.key -out rootCA.crt -days 365

3. Import CA to server keystore and client keystore:

keytool -keystore server.truststore.jks —-alias CARoot —-import -file rootCA.crt
keytool -keystore client.truststore.jks -alias CARoot -import -file rootCA.crt

4. Create a certificate signing request:
Complete:

¢ The name of the alias;
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¢ The FQDN of the server;

e Server IP;

keytool -keystore server.keystore.jks —-alias {alias_name} -certreq —-file cert-
—~file -ext SAN=DNS: {FQDN},IP:{server_IP}

5. Sign in certificate
Complete:
* The name of the alias;
¢ The FQDN of the server;
e Server IP;

e Password

openssl x509 -req -extfile <(printf"subjectAltName = DNS:{FQDN},IP: {server_ IP}") -
—CA rootCA.crt -CAkey rootCA.key -in cert-file -out cert-signed -days 3650 -
—CAcreateserial -passin pass:{password}

6. Import rootCA and cert-signed to server keystore

keytool -keystore server.keystore.jks —-alias CARoot -import -file rootCA.crt
keytool -keystore server.keystore.jks —-alias els710 -import -file cert-signed

7. If you have trusted certificates, you must import them into the JKS keystore as follows:
Create a keystore:
Complete:
¢ Certificate validity period;
¢ The name of the alias;
¢ The FQDN of the server;

e Server IP;

keytool -keystore client.keystore.jks —-alias {alias_name} -validity {validity} -
—keyalg RSA —genkey

8. Combine the certificate and key file into a certificate in p12 format:
Complete:
® your cert name;
* your key name;
* friendly name;

CA cert file;

openssl pkcsl2 —-export —-in {your_cert_name} -inkey {your_key_name} -out {your_
—pair_name}.pl2 -name {friendly_name} -CAfile ca.crt -caname root

9. Import the CA certificate into a truststore:
Complete:
e CA cert file;
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keytool —-keystore client.truststore.jks -alias CARoot -import -file {CAfile}

10. Import the CA certificate into a keystore:
Complete:
* CA cert file.

keytool -keystore client.keystore.jks —-alias CARoot —-import -file {CAfile}

11. Import the p12 certificate into a keystore:
Complete:
* Your pl2 pair;

* Keystore password,;

keytool —-importkeystore -deststorepass {keystore_password} -destkeystore client.
—keystore. jks —-srckeystore {your_pair_name}.pl2 -srcstoretype PKCS12

3.17.1 Configuring Kafka Brokers

1. In /opt/kafka/server.properties file set the following options:
Complete:
 Path to server keystore;
» Keystore password;
» Password for certificate key;
¢ Path to server truststore;

¢ Truststore password.

listeners=PLAINTEXT://localhost:9092,SSL://{FQDN}:9093
ssl.keystore.location={path_to_server_keystore}/server.keystore. jks
ssl.keystore.password={keysotre_passowrd}

ssl.key.password={key_password}
ssl.truststore.location={path_to_server_truststore}/server.truststore. jks
ssl.truststore.password={truststore_passowrd}
ssl.enabled.protocols=TLSv1.2

ssl.client.auth=required

security.inter.broker.protocol=SSL

2. Restart the Kafka service

systemctl restart kafka

3.17.2 Configuring Kafka Clients

1. Configure the output section in Logstash based on the following example:
Complete:
e Server FQDN;

¢ Path to client truststore;
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* Truststore password.

output {
kafka {
bootstrap_servers => "{FQDN}:9093"
security_protocol => "SSL"
ssl_truststore_type => "JKS"
ssl_truststore_location => "{path_to_client_truststore}/client.truststore. jks"
ssl_truststore_password => "{password_to_client_truststore}"
client_id => "host.name"
topic_id => "Topic-1"
codec => json

2. Configure the input section in Logstash based on the following example:
Complete:
¢ Server FQDN;
¢ Path to client truststore;

¢ Truststore password.

input {
kafka {

bootstrap_servers => "{}:port"
security_protocol => "SSL"
ssl_truststore_type => "JKS"
ssl_truststore_location => "{path_to_client_truststore}/client.truststore. jks"
ssl_truststore_password => "{password_to_client_truststore}"
consumer_threads => 4
topics => [ "Topic-1" ]
codec => json
tags => ["kafka"]

3.17.3 Log retention for Kafka topic

The Kafka durably persists all published records—whether or not they have been consumed—using a configurable
retention period. For example, if the retention policy is set to two days, then for the two days after a record is
published, it is available for consumption, after which it will be discarded to free up space. Kafka’s performance is
effectively constant concerning data size so storing data for a long time is not a problem.

3.18 Event Collector

The Event Collector allows you to get events from remote Windows computers and store them in the ITRS Log
Analytics indexes. The destination log path for the events is a property of the subscription. The ITRS Log Analytics
Event Collector allows to definition of an event subscription on an ITRS Log Analytics collector without defining
the event source computers. Multiple remote event source computers can then be set up (using for example a group
policy setting) to forward events to the ITRS Log Analytics. The Event Collector doesn’t require installation of any
additional applications/agents on Windows source hosts.
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3.18.1 Configuration steps

3.18.1.1 Installation of Event Collector

tar zxf wec_7x-master.tar.gz -C /opt/

mkdir /opt/wec

mv /opt/wec_7x-master/ /opt/wec/

mkdir /etc/wec

cp /opt/wec/sub_manager/config.yaml /etc/wec/config.yaml

3.18.1.2 Generate certificate

mkdir /opt/wec/certgen
cd /opt/wec/certgen
vim server-certopts.cnf

e Set DNS.1 and IP.1 for the WEC server:

[req]

default_bits = 4096

default _md = sha256

req_extensions = req_ext

keyUsage = keyEncipherment,dataEncipherment
g ‘onstraints = CA:FALSE

distinguished_name = dn

[ reg_ext |
subjectAltName = @Qalt_names
extendedKeyUsage = serverAuth,clientAuth

[ alt_names ]
DNS.1 = wec.local.domain
IP.1 = 192.168.13.163

[dn]

e Set DNS.1 and IP.1 for client certificate:

vim client-certopts.cnf

[req]

default_bits = 4096

default _md = sha256

req_extensions = req_ext

keyU keyEncipherment, dataEncipherment
basicConstraints = CA:FALSE
distinguished_name = dn

[ reg_ext |
subjectAltName = @alt_names
extendedKeyUsage = serverAuth,clientAuth

[ alt_names ]
DNS.1 = xlocal.domain

(continues on next page)
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(continued from previous page)

[dn]

* Generate the CA certificate and private key, next check fingerprint:

openssl genrsa -out ca.key 4096

openssl req -x509 -new -nodes -key ca.key -days 3650 -out ca.crt -subj '/CN=wec.
—local.domain/O=example.com/C=CA/ST=QC/L=Montreal’

openssl x509 —-in ca.crt -fingerprint -shal -noout | sed -e 's/\://g' > ca.
—fingerprint

» Generate the client certificate and export it together with the CA in PFX format to be imported into the Windows
certificate store:

openssl req -new -newkey rsa:4096 -nodes -out server.csr —-keyout server.key —-subj
—"'/CN=wec.local.domain/O=example.com/C=CA/ST=QC/L=Montreal’

openssl x509 -req —-in server.csr -out server.crt -CA ca.crt —-CAkey ca.key -
—CAcreateserial -extfile server-certopts.cnf -extensions reg ext -days 365

* Generate the server certificate to be used by the WEC:

openssl req -new -newkey rsa:4096 -nodes -out client.csr —-keyout client.key -subj
—'/CN=wec.local.domain/O=example.com/C=CA/ST=QC/L=Montreal’

openssl x509 -req —-in client.csr -out client.crt -CA ca.crt -CAkey ca.key -
—CAcreateserial -extfile client-certopts.cnf -extensions reqg _ext -days 365
openssl pkcsl2 —-export -—inkey client.key -in client.crt -certfile ca.crt -out,
—client.pl2

3.18.1.3 Event Collector Configuration

» Copy the server certificate and server key to the Event Collector installation directory:

’cp server.crt server.key /opt/wec/sub_manager/certificates/

 Edit configuration file config.yaml

’vim /etc/wec/config.yaml

— set the following options:

external_host: wec.local.domain

#check ca.fingerprint file

ca_fingerprint: 97DDCD6F3AFA511EEDS5D3312BC50D194A9C9FA9A
certificate: /opt/wec/sub_manager/certificates/server.crt
key: /opt/wec/sub_manager/certificates/server.key

— set the output for Event Collector to Logstash forwarding:

remote_syslog:
# forward events to remote syslog server
address: 192.168.13.170
port: 5614

— set the output to saving events to a local file:
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’outputfile: /var/log/wec/events—{:%Y-%d-%m}.log

— disable local syslog output:

’local_syslog: false

— set the filter section:

filters:
# source list

- source: 'Security'
filter: 'x[System[ (Level=1 or Level=2
—or Level=5) and (EventID=4672 or EventID=4624

- source: 'Application'
filter: 'x[System[ (Level=1l or Level=2
—or Level=5)]1]"

- source: 'System'
filter: 'x[System[ (Level=1 or Level=2
—or Level=5)]]"

or
or

or

or

Level=3 or Level=4 or Level=0_
EventID=4634)]]"

Level=3 or Level=4 or Level=0_

Level=3 or Level=4 or Level=0_

3.18.1.4 Install dependencies

1. Python 3.8 installation:

sudo yum -y update
sudo yum -y groupinstall "Development Tools"

sudo yum -y install wget

tar xvf Python-3.8.3.tgz

cd Python-3.8x%/

./configure --enable-optimizations
sudo make altinstall

python3.8 —--version

sudo yum -y install openssl-devel bzip2-devel libffi-devel

wget https://www.python.org/ftp/python/3.8.3/Python-3.8.3.tgz

2. Python requirements installation:

pip3.8 install PyYAML
pip3.8 install sslkeylog

3.18.1.5 Running Event Collector service

vim /etc/systemd/system/wec.service

[Unit]
Description=WEC Service

Af

ter=network.target

[Service]
Type=simple

(continues on next page)
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(continued from previous page)

cStart=/usr/local/bin/python3.8 /opt/wec/sub_manager/run.py -c /etc/wec/config.yaml
t=on-failure
Sec=42s
tput=syslog
lError=syslog
Syslogldentifier=wecservice

[Install]
WantedBy=multi-user.target

systemctl daemon-reload
systemctl start wc

3.18.1.6 Windows host configuration
1. Open the Microsoft Management Console (mmc.exe), select File -> Add/Remove
Snap-ins, and add the Certificates snap-in.
Select Computer Account.
Right-click the Personal node, and select A11 Tasks > Import.
Find and select the client certificate (client.p12) and import this file.
The PKCS #12 archive contains the CA certificate as well.
Move the CA certificate to the Trusted Root Certification Authorities node after the import.

Give NetworkService access to the private key file of the client authentication certificate:

® Nk » N

To forward security logs:

e In CompMgmt.msc, under Local Users and Groups, click Groups > Event Log
Readers to open Event Log Readers Properties.

¢ Add the “NETWORK SERVICE” account to the Event Log Readers group.
8.1. For domain controller use “Group Policy Manager Editor” and edit: “Default Domain Controller Policy”:

e From Computer Configuration > Policy, expand Windows Settings > Security
Settings >Restricted Groups;

* From the contest menu add: Add Group
* Add the following configuration:
— Group =BUILTIN\Event Log Readers
* Members = NT Authority\NETWORK SERVICE
9. Make sure the collector server is reachable from the Windows machine
10. Run winrm gc and accept changes on the Windows machine

I1. Run winrm set winrm/config/client/auth @{Certificate="true"} on windows machine
to enable certificate authentication

12. Open gpedit .msc

13. Under the Computer Configuration node, expand the Administrative Templates node, then
expand the Windows Components node, and then select the Event Forwarding node.
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14. Select the SubscriptionManagers setting and enable it. Click the Show button to add a subscription (use the

CA thumbprint you saved earlier):

Server=https://<FQDN of the collector>:5986/wsman/SubscriptionManager/WEC, Refresh=
—~<Refresh interval in seconds>, IssuerCA=<Thumbprint of the root CA>

For example:

Server=HTTPS://logserver.diplux.com:5986/wsman/SubscriptionManager/WEC, Refresh=60,
—IssuerCA=549A72B56560A5CAA392078D9C38B52458616D2
5

NOTE: If you wish to set up multiple subscriptions because you want to forward Windows events to multiple
event collectors (such as WEC), then you can do that here.

15. Run the cmd console with administrative privileges and make the following command

gpupdate /force

3.18.1.7 Logstash pipeline configuration

Create a directory for Event Collector pipeline configuration files:

mk

dir /etc/logstash/conf.d/syslog_wec

Copy the following Logstash configuration files to the pipeline directory:

cp
cp
cp
cp

00l-input-wec.conf /etc/logstash/conf.d/syslog_wec/
050-filter-wec.conf /etc/logstash/conf.d/syslog_wec/
060-filter-wec-siem.conf /etc/logstash/conf.d/syslog_wec/
100-output-wec.conf /etc/logstash/conf.d/syslog_wec/

3.18.1.8 Enabling Logstash pipeline

To

enable the syslog_wec Logstash pipeline edit the pipelie.yml file:

vi

m /etc/logstash/pipeline.yml

Add the following section:

pipeline.id: syslog_wec
path.config: "/etc/logstash/conf.d/syslog_wec/.conf"

And restart Logstash:

Sy

stemctl restart logstash

3.18.1.9 Elasticsearch template

Install the Elasticsearch template for the Event Collector data index:

cu

—

rl -ulogserver:logserver —-X PUT "http://localhost:9200/_template/syslog_wec?pretty" |
-H '"Content-Type: application/json' -d@template_wec.json
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3.18.1.10 Building the subscription filter

1. Browse to Event Viewer
2. Right-click Subscriptions and create subscription

3. Click on Select Events and choose the type of logs that you want, for example, Event Level, Event Logs, Include
Exclude Event ID, Keyword, etc.

4. Switch to XML view tab;

5. Copy the value of the Select Path key, for example:

<QueryList>
<Query Id="0" Path="Security">
<Select Path="Security">«*[System][ (Level=1 or Level=2 or Level=3) and,
< (EventID=4672 or EventID=4624 or EventID=4634)]]</Select>
</Query>
</QueryList>

string to copy:

*[System[ (Level=1 or Level=2 or Level=3) and (EventID=4672 or EventID=4624 or_
—EventID=4634)1]]

6. Paste the above definition into the Event Collector configuration file in the filters section:

vim /etc/wec/config.yaml

filters:
— source: 'Security'
filter: 'x([System|[ (Level=1 or Level=2 or Level=3) and (EventID=4672 or,
—EventID=4624 or EventID=4634)]]"

Restart the Event Collector service

’systemctl restart wec

3.19 Cerebro Configuration

Configuration file: /opt/cerebro/conf/application.conf

¢ Authentication

auth = {
type: basic
settings: {

rname = "logserver"
ord = "logserver"
}
}
* A list of known Elasticsearch hosts

(continues on next page)
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(continued from previous page)

host = "https://localhost:9200"
name = "itrs-log-analytics"
auth = {
username = "logserver"
password = "logserver"

play.ws.ssl {
trustManager
stores = [
{ type = "PEM", path = "/etc/elasticsearch/ssl/rootCA.crt" }

Il
—

}

play.ws.ssl.loose.acceptAnyCertificate=true

SSL access to Cerebro

http = {
port =

}

https = {
port = "5602"

"disabled"

# SSL access to cerebro — no self signed certificates
#play.server.https {
# keyStore = |

# path = "keystore. jks",

# password = "SuperSecretKeystorePassword"
# )

#}

#play.ws.ssl {
# trustManager = {

# stores = [

# { type = "JKS", path = "truststore. jks", password = .
—SuperSecretTruststorePassword" }

# ]

# 0}

#}

service restart

systemctl start cerebro

register backup/snapshot repository for Elasticsearch

curl -k -XPUT "https://127.0.0.1:9200/_snapshot/backup?pretty" -H 'Content-
—Type: plication/ Jjson' -=d'
{
"type": "fs",
"settings": {
"location": "/var/lib/elasticsearch/backup/"

(continues on next page)
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(continued from previous page)

}

}'" —u logserver:logserver

* login using curl/kibana

curl -k —-XPOST
—application/
—C cookie.txt

curl -k —-XGET

-www—form-urlencoded' -d

'https://192.168.3.11:5602"

'https://192.168.3.11:5602/auth/login' -H
'user=logserverg&password=logserver' -

'mimeType:

-b cookie.txt

3.20 Field level security

You can restrict access to specific fields in documents for a user role. For example: the user can only view specific
fields in the Discovery module, other fields will be inaccessible to the user. You can do this by:

1. You can do this by adding the index to the field includesor field excludes inthe Create Role

tab.
¢ Includes are only fields that will be visible to the user.

¢ Excludes are fields that the user cannot see.

User Management ~ Settings  License Info  Sync/Copy  Scheduler

Create User User List Create Role Role List Objects Permission
Role Name

audit-role

Paths

audit*

Methods

getX | postX  putX  delete X  head X

Apps.

all X

Read Fields

Field Includes

operation %

Field Excludes

2. After that, you will see the new role in the Role 1list tab.

User Management Settings License Info Sync/Copy Scheduler
Create User User List Create Role Role List Objects Permission
Q auditf x
Role Name Methods Paths Menu apps Field Includes Field Excludes Actions
audit-role det, post, put, delete, head audit* operation, username, method B
Rows per page: 10
3. Add your user to the new Role
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User Management Settings License Info

Create User User List Create Role

Username

audit-user

Password

Enable GUI Access
Roles
audit-role X

Default Role

audit-role

Sync/Copy

Role List

Scheduler

Objects Permission

You can now log in as a user with a new role, the user in the Discovery module should only see selected fields.

g

& g B 6
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® <

3.21 Default Language

Discover

New Save Open Share Inspect Incident
[ Search

©  +Addfiter

audit

Q search field names

© Fitter by type o
Selectod ields £
3
Available fieids
8 @timestamp
¢
Time
¢ _index
v Aug 2, 2822 € 15:11:27.913
+ score
€ e
F5 Expanded document
¢ method
¢ method Table  JSON
¢ oporation
etinestamp

¢ operation

¢
¢ usemame

¢ _index

© type

¢ method

t operation

¢ usernane

method

1,247 hits

Lucene

Aug 2, 2022 @ 14:57:22.716 - Aug 2, 2022 @ 15:12:22.716 —  Auto

@timestamp per 30 seconds

GET operation: QUERY username: logserver _id: paKuXeIBUculliC7wlyq _type: _doc _index: audit-2622.08.82-800001 _score

Aug 2, 2622 € 15:11:27.913
PaKUXOTBUCUL1ICTwEYq

3d1t-2622.68 . 02-368001

QUERY

Zogserver

3.21.1 Changing default language for GUI

The GUI language can be changed as follows:

1. Add .i18nrc.jsonto /usr/share/kibana/ directory:

Wiki | Cluster = Logout | ©

show e

B v Lastisminutes

- Gtimestamp: Aug 2, 2022 € 15:11:27.913

View surrounding documents  View single document

"translations":

["translations/Jja-JP. json"]

2. Upload a translation to /usr/share/kibana/translations/ directory

3. Set the permission:
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# chown -R kibana:kibana /usr/share/kibana/translations/
4. Setin kibana.yml file:

il8n.locale: "ja-Jp"
5. Restart:

# systemctl restart kibana

6. Finally, the result should be as shown in the picture:

v

Wiki Cluster Logout @

€]
-

© Logserver

ATV IANT—> {C:;}

®

it Kibana 71.2 B12

il AVTWIA AVTwIANA—=2, RFEENA TS Y . Kibana DEBE. ZTOMEEELET,
®

@ TARTOV—ILDO—RIE. EOAZa—[CHDH T,

&

3.21.2 Preparing translation for GUI

Source file to use as a base for translations: /usr/share/kibana/translations/en-EN.example. json

3.21.2.1 Bullet points for translations

For the translation to work you have to follow these steps. Omitting some may result in missing translation in some
parts of an application or an empty screen when entering a broken portion of an app.

The file with translation is JSON.

Translated values have the following structure:

{
"message": {
"key.for.the.value": "Translated value for the key"

}

Every key is meant to be unique. There can be only one value for each key. In the me ssages object, each key has a
“text” value, not a number and not an object.

But there are some structures in a source file that you will use as a base of your translation that have to be addressed
during the process to achieve that.

1. Objects

{
"messages": {
"common.ui.aggTypes .buckets.filtersTitle": {

(continues on next page)
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(continued from previous page)

"text": "Filters",
"comment": "The name of an aggregation, that allows to specify multiple_
—individual filters to group data by."
}

This has to be transformed as described above - akey common . ui.aggTypes.buckets.filtersTitle
has to have a text assigned to it. The value that needs to be translated is in the fields “text” and “comment”
described to you how the value needs to be translated. The result of such will be:

{
"messages": {
"common.ui.aggTypes.buckets.filtersTitle": "Filtry"

. Template variables

{
"messages": {
"common.ui.aggTypes.buckets.dateHistogramLabel": "{filedName} per
—{intervalDescription}"

}

Any text that is encapsulated in { } has to be left as is. Those values are substituted by the application.

. How to treat complicated structures, eg.: plurals, etc.

{
"messages": {
"kbn.discover.hitsPluralTitle": "{hits, plural, one {hit} other {hits}}"

As of now, there is a single example of the above. Contrary to the last point the value in { } has to be translated
for that key. So {hit} and {hits}.

. React compliant filenames

In the application codebase, some methods will take translated keys and substitute them. But many of those will
work only if the name of the translation file is one of:

* en
* en—-US
* en—-xa
* es—-LA

e fr-FR

* de-DE
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* ja-Jp
* ko
* ko—KR
e zh
e zh—-CN
° pl
* ru
e ru—-BY
e ru—-KG
e ru—-Kz
e ru-MD

e ru—-UA

3.21.2.2 FAQ
1. Can I just paste everything into a basic(or advanced) translation software? ~No. There are some points to follow
for the translation file to work at all.
2. T have the following error - is the application broken:

* Error formatting message: A message must be provided as a String or AST ~It is possible you have
not followed point 1 - you have left some object structures in your file.

* Blank page in GUI ~It is usually caused by not following point 2 -some variable names were changed.

3. Thave set “i18n.locale” in the configuration file but the app is not translated. ~You may have forgotten to put a
reference for your filein . 118nrc. json file.

3.21.2.3 Known issues
1. Some text may not be translated in Management -> Advanced settings even though keys for them are present
in translation files.
2. The same thing may happen in Discover -> View surrounding documents.

3. Not an issue but plugin names (links on the left menu) do not translate.
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CHAPTER 4

Upgrades

You can check the current version using the API command:

’curl —u SUSER:SPASSWORD —-X GET http://localhost:9200/_logserver/license

4.1 Upgrade from version 7.4.2

4.1.1 Preferred Upgrade steps

1. Run upgrade script:

¢ /install.sh -u

4.1.1.1 Required post upgrade from version 7.4.2

Breaking and major changes
» Network-Probe replaces Logstash: follow the steps below.
LOGSTASH:

e Backup /etc/logstash

e Uninstall old version: # yum versionlock delete logstash-oss-7.17.11-1 && yum
remove logstash-oss && rm -rf /etc/logstash /var/lib/logstash /usr/share/
logstash

* Install current Input Layer from fresh . /install.sh -i - Network-Probe Section.
* Restore from backup custom pipelines to /etc/logstash/conf.d
ELASTICSEARCH

e ./install. sh checks indexes compatibility before upgrading, if any problem exist please contact product
support to guide you through the upgrade process.
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* Move required directives from /etc/elasticsearch/elasticsearch.yml to /etc/
elasticsearch/elasticsearch.yml.rpmnew and replace elasticsearch.yml.

KIBANA

* Move required directives from /etc/kibana/kibana.yml to /etc/kibana/kibana.yml.rpmnew
and replace kibana.yml.

¢ Clear browser cache on client side.
LICENSE-SERVICE

o If required, configure elasticsearch_connection in /opt/license-service/
license-service.conf.

* Old configuration should be in /opt/license-service/license-service.conf.rpmsave. Do
not replace 1icense-service.conf with l1icense-service.conf.rpmsave

4.2 Upgrade from version 7.4.1

4.2.1 Preferred Upgrade steps

1. Run upgrade script:

e /install.sh -u

4.3 Upgrade from version 7.4.0

4.3.1 Preferred Upgrade steps

1. Run upgrade script:

¢ /install.sh -u

4.4 Upgrade from version 7.3.0

4.4.1 Breaking and major changes

* Complete database redefinition

* Complete user interface redefinition

¢ Complete SIEM Engine redefinition

* Input layer uses Logstash-OSS 7.17.11
 Support for Beats-OSS Agents =>7.17.11

4.4.2 Preferred Upgrade steps

1. Run upgrade script:

e /install.sh -u
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4.4.3 Required post upgrade from version 7.3.0

ELASTICSEARCH

e ./install.sh checks indexes compatibility before upgrading, if any problem exist please contact product
support to guide you through the upgrade process.

* Move required directives from /etc/elasticsearch/elasticsearch.yml to /etc/
elasticsearch/elasticsearch.yml.rpmnew and replace elasticsearch.yml.

e Move required directives from /etc/sysconfig/elasticsearch to /etc/sysconfig/
elasticsearch.rpmnew and replace /etc/sysconfig/elasticsearch.

* Elasticsearch keystore must be recreated if it is used.
KIBANA

¢ Move required directives from /etc/kibana/kibana.yml to /etc/kibana/kibana.yml.rpmnew
and replace kibana.yml.

¢ Clear browser cache on client side.
* Kibana keystore must be recreated if it is used.
SIEM ENGINE
» Update automatically migrates connected agents [manager-site].
* Connected agents can be updated at any time [client-site].

* Move required directives from /usr/share/kibana/plugins/wazuh/wazuh.yml.rpmsave to /
usr/share/kibana/data/wazuh/config/wazuh.yml.

LOGSTASH:
* No need to upgrade, if interested then:
— Backup /etc/logstash

— Uninstall old version: # yum versionlock delete logstash-oss-7.17.11-1 && yum
remove logstash-oss && rm —-rf /etc/logstash /var/lib/logstash /usr/
share/logstash

— Install from fresh . /install.sh -i -logstash section.
* After updating logstash change in /etc/logstash/conf.d/ *:
— input-elasticsearch=>input-logserver
— filter—-elasticsearch=>filter-logserver
— output-elasticsearch =>output-logserver
TRANSLATIONS

* Move /usr/share/kibana/.118nrc.jsonto /usr/share/kibana/translations/.

4.5 Upgrade from version 7.2.0

4.5.1 Preferred Upgrade steps

1. Run upgrade script:

¢ /install.sh -u
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4.5.2 Required post upgrade

e Recreate bundles/cache: rm —-rf /usr/share/kibana/optimize/bundles/* && systemctl
restart kibana

4.6 Upgrade from version 7.1.3

4.6.1 Breaking and major changes

* Wiki portal renamed to E-Doc

4.6.2 Preferred Upgrade steps

1. Run upgrade script:

e /install.sh -u

4.6.3 Required post upgrade

¢ Recreate bundles/cache: rm —-rf /usr/share/kibana/optimize/bundles/* && systemctl
restart kibana

4.6.4 Required post upgrade from version 7.1.3

In this version, the name “wiki” has been replace by “e-doc”. Due to this change user have to check if there are
differences in config.yml and database.sqlite files. If the user made his own changes to one of these files before update
after the update, the files with .rpmsave extension will appear in the /opt/wiki folder.

1. In case there is config.yml.rpmsave file in /opt/wiki directory, follow the steps below:
¢ Rename config.yml to config.yml.new: # mv /opt/e-doc/config.yml /opt/e-doc/config.yml.new
* Move config.yml.rpmsave to e-doc directory: # mv /opt/wiki/config.yml.rpmsave /opt/e-doc/config.yml

* Compare files config.yml/config.yml.new and apply changes from config.yml.new to config.yml: a. new
default path to db storage: “/opt/e-doc/database.sqlite” b. new default kibanaCredentials: “e-doc:e-doc”

2. In case there is database.sqlite.rpmsave file in /opt/wiki directory, follow the steps below:
 Stop kibana service: # systemctl stop kibana
* Stop e-doc service: # systemctl stop e-doc
* Replace database file: # mv /opt/wiki/database.sqlite.rpmsave /opt/e-doc/database.sqlite
* Change permissions to the e-doc: # chown e-doc:e-doc /opt/e-doc/database.sqlite
* Start e-doc service: # systemctl start e-doc

* Start kibana service: # systemctl start kibana
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4.7 Upgrade from version 7.1.0

4.7.1 Preferred Upgrade steps

Run upgrade script:

./install.sh -u

4.7.2 Required post upgrade

* (SIEM only) Update user in license-service to 1icense,
» Update logtrail pipeline in Logstash configuration,

* Migrate logtrail-* indices to new format (the next call will display the current status of the task):

for index in logtrail-kibana logtrail-alert logtrail-elasticsearch logtrail-
—logstash; do curl —-XPOST "127.0.0.1:9200/_logserver/prepareindex/Sindex" -u
—~logserver;done

4.8 Upgrade from version 7.0.6

4.8.1 Breaking and major changes

EEINT3 LEINT3

* During the update, the “kibana” role will be removed and replaced by “gui-access”, “gui-objects”, “report”.
The three will automatically be assigned to all users that prior had the “kibana” role. If you had a custom role
that allowed users to log in to the GUI this WILL STOP WORKING and you will have to manually enable the
access for users.

» The above is also true for LDAP users. If role mapping has been set for role kibana this will have to be manually
updated to “gui-access” and if required “gui-objects” and “report” roles.

* If any changes have been made to the “kibana” role paths, those will be moved to “gui-objects”. GUI objects
permissions also will be moved to “gui-objects” for “gui-access” cannot be used as a default role.

* The “gui-access” is a read-only role and cannot be modified. By default, it will allow users to access all GUI
apps; to constrain user access, assign user a role with limited apps permissions.

* “small_backup.sh” script changed name to “configuration-backup.sh” - this might break existing cron jobs
» SIEM plan is now a separate add-on package (requires an additional license)
* Network-Probe is now a separate add-on package (requires an additional license)
e (SIEM) Verify rpmsave files for alert and restore them if needed for following:
— /opt/alert/config.yaml
— /opt/alert/op5_auth_file.yml
— /opt/alert/smtp_auth_file.yml
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4.8.2 Preferred Upgrade steps
1. Run upgrade script:
e /install.sh -u
4.8.2.1 Required post upgrade

* Full restart of the cluster is necessary when upgrading from 7.0.6 or below.
* Role “wiki” has to be modified to contain only path: “.wiki”” and all methods,

» Configure the License Service according to the Configuration section.

4.9 Upgrade from version 7.0.5

4.9.1 General note

1. Indices .agents, audit, alert indices currently uses rollover for rotation, after upgrade please use dedicated API
for migration:

curl —u SUSER:SPASSWORD —X POST http://localhost:9200/_logserver/prepareindex/
—Sindexname

1. Wiki plugin require open port tcp/5603

”»

2. Update alert role to include index-paths: “.alert”, “alert_status”, “alert_error”, “.alertrules_”, “.risks”,

» &

“riskcategories”, “.playbooks”

4.9.2 Preferred Upgrade steps

1. Run upgrade script:

’./install.sh -u

2. Restart services:

’systemctl restart elasticsearch alert kibana cerebro wiki

3. Migrate Audit index to new format (the next call will display the current status of the task):

’ curl —-XPOST '127.0.0.1:9200/_logserver/prepareindex/audit' -u logserver

4. Migrate Alert index to new format (the next call will display the current status of the task):

’curl -XPOST '127.0.0.1:9200/_logserver/prepareindex/alert' —-u logserver

5. Migrate Agents index to new format (the next call will display the current status of the task):

’curl -XPOST '127.0.0.1:9200/_logserver/prepareindex/.agents' —-u logserver

6. Open tcp/5603 port for wiki plugin:
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firewall-cmd —--zone=public --add-port=5603/tcp -—-permanent
firewall-cmd —--reload

4.9.3 Alternative Upgrade steps (without install.sh script)

1. Stop services:

systemctl stop elasticsearch alert kibana cerebro

2. Upgrade client-node (includes alert engine):

’yum update ./itrs-log-analytics-client-node-7.0.6-1.el17.x86_64.rpm

3. Upgrade data-node:

’yum update ./itrs-log-analytics-data-node-7.0.6-1.el17.x86_64.rpm

4. Start services:

systemctl start elasticsearch alert kibana cerebro wiki

5. Migrate Audit index to new format (the next call will display the current status of the task):

curl -XPOST '127.0.0.1:9200/_logserver/prepareindex/audit' -u logserver

6. Migrate Alert index to new format (the next call will display the current status of the task):

curl -XPOST '127.0.0.1:9200/_logserver/prepareindex/alert' -u logserver

7. Migrate Agents index to new format (the next call will display the current status of the task):

curl -XPOST '127.0.0.1:9200/_logserver/prepareindex/.agents' -u logserver

8. Open tcp/5603 port for wiki plugin:

firewall-cmd —--zone=public —--add-port=5603/tcp —-—-permanent
firewall-cmd —--reload

4.10 Upgrade from version 7.0.4

4.10.1 General note

1. The following indices .agents, audit, alert currently uses rollover for rotation, after upgrade please use
dedicated AIP for migration:

curl -u SC )RD =X POST http://localhost:9200/_logserver/prepareindex/

—S$indexname

2. The Wiki plugin require open port tcp/5603
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4.10.2 Preferred Upgrade steps

1. Run upgrade script:

’./install.sh -u

2. Restart services:

’ systemctl restart elasticsearch alert kibana cerebro wiki

3. Migrate Audit index to new format (the next call will display the current status of the task):

SUSER:

4. Migrate Alert index to new format (the next call will display the current status of the task):

curl -XPOST 'http://localhost:9200/_logserver/prepareindex/alert' -u $US

> SWORD

— SPAS

5. Migrate Agents index to new format (the next call will display the current status of the task):

curl —-XPOST 'http://localhost:9200/_logserver/prepareindex/.agents' —-u SUSER:

ORD

—SPAS

6. Open tcp/5603 port for Wikipedia plugin:

’firewall—cmd ——zone=public —--add-port=5603/tcp —-—-permanent

’firewall—cmd --reload

4.10.3 Alternative Upgrade steps (without install.sh script)

1. Stop services:

’systemctl stop elasticsearch alert kibana cerebro

2. Upgrade client-node (includes alert engine):

’yum update ./itrs-log-analytics-client-node-7.0.5-1.el17.x86_64.rpm

3. Upgrade data-node:

’yum update ./itrs-log-analytics-data-node-7.0.5-1.el17.x86_64.rpm

4. Start services:

’systemctl start elasticsearch alert kibana cerebro wiki

5. Migrate Audit index to new format (the next call will display the current status of the task):

curl —-XPOST 'http://localhost:9200/_logserver/prepareindex/audit' -u S$SUSER:

—SPASSWORD

6. Migrate Alert index to new format (the next call will display the current status of the task):
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ORD

< SPAS

curl —-XPOST 'http://localhost:9200/_logserver/prepareindex/alert' -u SUSER:
—SPAS ODRD

7. Migrate Agents index to new format (the next call will display the current status of the task):
curl -XPOST 'http://localhost:9200/_logserver/prepareindex/.agents' -u SUSER:

8. Open tcp/5603 port for Wikipedia plugin:

’firewallfcmd ——-zone=public --add-port=5603/tcp —-—-permanent

’firewall—cmd --reload

4.11 Upgrade from version 7.0.3

4.11.1 General note

1. Indicators of compromise (IOCs auto-update) require access to the software provider’s servers.
2. GeolP Databases (auto-update) require access to the software provider’s servers.

3. Archive plugin require zt sd package to work:

yum install zstd

4.11.2 Upgrade steps

1. Stop services

systemctl stop elasticsearch alert kibana cerebro

2. Upgrade client-node (includes alert engine):

’yum update ./itrs-log-analytics-client-node-7.0.4-1.e17.x86_64.rpm

3. Upgrade data-node:

’yum update ./itrs-log-analytics-data-node-7.0.4-1.el7.x86_64.rpm

4. Start services:

systemctl start elasticsearch alert kibana cerebro

4.12 Upgrade from version 7.0.2

4.12.1 General note

» Update the kibana role to include index-pattern . kibanax

» Update the alert role to include index-pattern .alertrulesx and alert_status~

4.11. Upgrade from version 7.0.3
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¢ Install python36 which is required for the Alerting engine on client-node:

yum install python3

* AD users should move their saved objects from the adrole.
¢ Indicators of compromise (IOCs auto-update) require access to the software provider’s servers.
* GeolP Databases (auto-update) require access to the software provider’s servers.

4.12.2 Upgrade steps

* Stop services

’systemctl stop elasticsearch alert kibana

» Upgrade client-node (includes alert engine)

’yum update ./itrs-log-analytics-client-node-7.0.3-1.el17.x86_64.rpm

* Login in the GUI ITRS Log Analytics and go to the Alert List onthe Alerts tab and click SAVE button

Create Alert Rule Alert Rules List Alert Status Playbook Risks Incidents

QU Search by alert rule name, index pattern name or alert type

‘ Refresh List G

e Start alert and kibana service

’systemctl start alert kibana

» Upgrade data-node

’yum update ./itrs-log-analytics-data-node-7.0.3-1.el17.x86_64.rpm

e Start services

systemctl start elasticsearch alert

Extra note

If the Elasticsearch service has been started on the client-node, then it is necessary to update the client.rpm and
data.rpm packages on the client node.

After update, you need to edit:

’/etc/elasticsearch/elasticsearch.yml

and change:

’node.data: false

Additionally, check the file:

’elasticsearch.yml.rpmnew

and complete the configuration in elasticsearch.yml with additional lines.
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4.13 Upgrade from version 7.0.1

4.13.1 General note

» Update the kibana role to include index-pattern . kibanax
» Update the alert role to include index-pattern .alertrulesx and alert_statusx

¢ Install python36 which is required for the Alerting engine

yum install python3 on client-node

* AD users should move their saved objects from the adrole.
¢ Indicators of compromise (IOCs auto-update) require access to the software provider’s servers.

* GeolP Databases (auto-update) require access to the software provider’s servers.

4.13.2 Upgrade steps

* Stop services

’systemctl stop elasticsearch alert kibana

» Upgrade client-node (includes alert engine)

’yum update ./itrs-log-analytics-client-node-7.0.2-1.el17.x86_64.rpm

* Login in the GUI ITRS Log Analytics and go to the Alert List onthe Alerts tab and click SAVE button

Create Alert Rule Alert Rules List Alert Status Playbook Risks Incidents
QU Search by alert rule name, index pattern name or alert type [0 Save Refresh List G

e Start alert and kibana service

’systemctl start alert kibana

» Upgrade data-node

’yum update ./itrs-log-analytics-data-node-7.0.2-1.el17.x86_64.rpm

e Start services

systemctl start elasticsearch alert

Extra note

If the Elasticsearch service has been started on the client-node, then it is necessary to update the client.rpm and
data.rpm packages on the client node.

After update, you need to edit:

/etc/elasticsearch/elasticsearch.yml

and change:

4.13. Upgrade from version 7.0.1 111



ITRS-Log-Analytics-7.x Documentation, Release latest

’node.data: false

Additionally, check the file:

’elasticsearch.yml.rpmnew

and complete the configuration in elasticsearch.yml with additional lines.

4.14 Upgrade from 6.x

Before upgrading to ITRS Log Analytics from 6.x OpenJDK / Oracle JDK version 11:

’yum -y —q install java-ll-openjdk-headless.x86_64

And select default command for OpenJDK /Oracle JDK:

’alternatives -—-config java

The update includes packages:
* itrs-log-analytics-data-node
* itrs-log-analytics-client-node
4.14.1 Pre-upgrade steps for data node

1. Stop the Logstash service

’systemctl stop logstash

2. Flush sync for indices

’curl -sS —-X POST "localhost:9200/_flush/synced?pretty" -uSUSER:S$P

3. Close all indexes with production data, except system indexes (the name starts with a dot . ), example of query:

for i in “curl -u$

RD "localhost:9200/_cat/indices/winlogbeat*?h=1i"" ;
)RD —X POST localhost:9200/51/_close ; done

4. Disable shard allocation

curl -uSUSER:S DRD -X PUT "localhost:9200/_cluster/settings?pretty" -H
—'Content-Type: application/Jjson' -d' { "persistent": {"cluster.routing.
—allocation.enable": "none"}}'

5. Check Cluster Status

export CREDENTIAL="logserver:logserver"

curl -s -u SCREDENTIAL localhost:9200/_cluster/health?pretty

Output:
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"cluster_name" : "elasticsearch",
"status" : "green",

"timed_out" : false,

"number_of_nodes" : 1,
"number_of_data_nodes" : 1,
"active_primary_shards" : 25,
"active_shards" : 25,
"relocating_shards" : O,
"initializing_shards" : O,
"unassigned_shards" : O,
"delayed_unassigned_shards" : O,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : 0,
"task_max_waiting_in_queue_millis" : O,
"active_shards_percent_as_number" : 100.0

. Stop Elasticsearch service

systemctl stop elasticsearch

4.14.2 Upgrade ITRS Log Analytics Data Node

1. Upload Package

scp ./itrs-log-analytics-data-node-7.0.1-1.e17.x86_64.rpm root@hostname:~/

. Upgrade ITRS Log Analytics Package

yum update ./itrs—-log-analytics—-data-node-7.0.1-1.el7.x86_64.rpm

Output:

Loaded plugins: fastestmirror

Examining ./itrs-log-analytics—-data-node-7.0.1-1.e17.x86_64.rpm: itrs-log-
—analytics—-data-node-7.0.1-1.el17.x86_64

Marking ./itrs-log-analytics—-data-node-7.0.1-1.el17.x86_64.rpm as an update to_,

—~itrs-log-analytics-data-node-6.1.8-1.x86_64

Resolving Dependencies

—--> Running transaction check

-—-> Package itrs-log-analytics-data-node.x86_64 0:6.1.8-1 will be updated
—-——> Package itrs-log-analytics-data-node.x86_64 0:7.0.1-1.el7 will be an update
——> Finished Dependency Resolution

Dependencies Resolved

Package Arch
—Version Repository

Updating:
itrs-log-analytics—-data-node x86_64 7.
—0.1-1.el7 /itrs—-log-analytics—-data-node— 7.0.1-1.el17.

—x86_64 117 M (continues on next page)
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Upgrade 1 Package

Total size: 117 M

Is this ok [y/d/N]: y
Downloading packages:
Running transaction check
Running transaction test
Transaction test succeeded
Running transaction

Updating : itrs-log-analytics-data-node-7.0.1-1.el17.x86_64 y
N 1/2
Removed symlink /etc/systemd/system/multi- user.target.wants/elasticsearch.
—service.
Created symlink from /etc/systemd/system/multi- user.target.wants/elasticsearch.
—sservice to /usr/lib/systemd/system/elasticsearch.service.

Cleanup : itrs-log-analytics-data-node-6.1.8-1.x86_64 .
o 2/2

Verifying : itrs-log-analytics-data-node-7.0.1-1.el7.x86_64 o
. 1/2

Verifying : itrs-log-analytics-data-node-6.1.8-1.x86_64 o
. 2./2
Updated:

itrs-log-analytics—-data-node.x86_64 0:7.0.1-1.el7

Complete!

3. Verification of Configuration Files

Please, verify your Elasticsearch configuration and JVM configuration in files:

- /etc/elasticsearch/jvm.options — check JVM HEAP settings and another parameters

grep Xm /etc/elasticsearch/jvm.options <- old configuration file
## —-Xmsdg

## —Xmx4dg

# Xms represents the initial size of total heap space

# Xmx represents the maximum size of total heap space

—Xms600m

—-Xmx600m

cp /etc/elasticsearch/jvm.options.rpmnew /etc/elasticsearch/jvm.options
cp: overwrite ‘/etc/elasticsearch/jvm.options’? y

vim /etc/elasticsearch/jvm.options

* /etc/elasticsearch/elasticsearch.yml — verify elasticsearch configuration file

» compare exiting /etc/elasticsearch/elasticsearch.yml and /etc/elasticsearch/elasticsearch.yml.rpmnew
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4. Start and enable Elasticsearch service If everything went correctly, we will restart the Elasticsearch instance:

systemctl restart elasticsearch
systemctl reenable elasticsearch

systemctl status elasticsearch
elasticsearch.service - Elasticsearch

Loaded: loaded (/usr/lib/systemd/system/elasticsearch.service; enabled; vendor,
—preset: disabled)

Active: active (running) since Wed 2020-03-18 16:50:15 CET; 57s ago

Docs: http://www.elastic.co

Main PID: 17195 (java)

CGroup: /system.slice/elasticsearch.service

L-17195 /etc/alternatives/jre/bin/java -Xms512m -Xmx512m -Djava.

—ssecurity.manager -Djava.security.policy=/usr/share/elasticsearch/plugins/
—elasticsearch_auth/plugin-securi...

Mar 18 16:50:15 migration-01 systemd[1]: Started Elasticsearch.

Mar 18 16:50:25 migration-01 elasticsearch[17195]: SSL not activated for http and/
—O0r transport.

Mar 18 16:50:33 migration-01 elasticsearch[17195]: SLF4J: Failed to load class
—"org.slf4j.impl.StaticLoggerBinder".

Mar 18 16:50:33 migration-01 elasticsearch[17195]: SLF4J: Defaulting to no-
—operation (NOP) logger implementation

Mar 18 16:50:33 migration-01 elasticsearch[17195]: SLF4J: See http://www.slfdj.
—org/codes.html#StaticLoggerBinder for further details.

5. Check cluster/indices status and Elasticsearch version

Invoke curl command to check the status of Elasticsearch:

curl -s -u SCREDENTIAL localhost:9200/_cluster/health?pretty
{
"cluster_name" : "elasticsearch",
"status" : "green",
"timed_out" : false,
"number_of_nodes" : 1,
"number_of_data_nodes" : 1,
"active_primary_shards" : 25,
"active_shards" : 25,
"relocating_shards" : O,
"initializing_shards" : 0,
"unassigned_shards" : O,
"delayed_unassigned_shards" : O,
"number_of_pending_tasks" : 0,
"number_of_in_flight_fetch" : O,
"task_max_waiting_in_queue_millis" : O,
"active_shards_percent_as_number" : 100.0

curl -s -u SCREDENTIAL localhost:9200
{

"name" : "node-1",
"cluster_name" : "elasticsearch",
"cluster_uuid" : "igrASEDRRamyQgy-zJRSfg",
"version" : {

"number" : "7.3.2",

"build_flavor" : "oss",

(continues on next page)
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"build_type" : "rpm",
"build_hash" : "lclfafl",
"build_date" : "2019-09-06T14:40:30.4090262",
"build_snapshot" : false,
"lucene_version" : "8.1.0",
"minimum_wire_compatibility_version"™ : "6.8.0",
"minimum_index_compatibility_version" : "6.0.0-betal"
}I
"tagline" : "You Know, for Search"

6. Install new version of default base template

curl -k —-XPUT -H 'Content-Type: application/json' -u logserver:logserver 'http://127.
—0.0.1:9200/_template/default-base-template-0' —-d@/usr/share/elasticsearch/default-
—base-template-0.json

If everything went correctly, we should see 100% allocated shards in cluster health. However, while connection on
port 9200/TCP we can observe a new version of Elasticsearch.

4.14.3 Post-upgrade steps for data node

1.

Start Elasticsearch service

systemctl statrt elasticsearch

2. Delete .auth index

curl —-uSUSER:SPAS :D —-X DELETE localhost:9200/.auth

3. Use elasticdump to get all templates and load it back

* get templates

/usr/share/kibana/elasticdump/elasticdump --output=http://
—logserver:logserver@localhost:9200 —--input=templates_elasticdump.json —-
—type=template

¢ delete templates

for i in “curl -ss -ulogserver:logserver http://localhost:9200/_cat/templates |
—awk "{print $1}'"; do curl -ulogserver:logserver —-XDELETE http://localhost:9200/
—_template/$1i ; done

* load templates

/usr/share/kibana/elasticdump/elasticdump —--input=http://
—~logserver:logserver@localhost:9200 —--output=templates_elasticdump.json —--
—type=template

. Open indexes that were closed before the upgrade, example of query:

curl -ss —-uSUSER:$PASSWORD "http://localhost:9200/_cat/indices/winlogbeat*?h=1i,s&
—s=1" |awk '{if ($2 ~ /close/) system("curl -ss —-uSUSER:S$PASSWORD —-XPOST http://
—~localhost:9200/"$1"/_open?pretty") }'
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5. Start the Logstash service

systemctl start logstash

6. Enable Elasticsearch allocation

curl -sS —-uSUSER:$PASSWORD —-X PUT "http://localhost:9200/_cluster/settings?pretty

—" -H 'Content-Type: application/json' -d' { "persistent": {"cluster.routing.
—allocation.enable": "none"}}'

7. After starting on GUI remove aliases .kibana* (double version of index patterns)

curl —-u$SUSER:SPASSWORD "http://localhost:9200/.kibana_1/_alias/_all" —-XDELETE

4.14.4 Upgrade ITRS Log Analytics Client Node

1. Upload packages
» Upload new rpm by scp/ftp:

scp ./itrs-log-analytics-client-node-7.0.1-1.el17.x86_64.rpm root@hostname:~/

* Backup report logo file.
2. Uninstall old version ITRS Log Analytics GUI

* Remove old package:

systemctl stop kibana alert

yum remove itrs—-log-analytics-client-node

Loaded plugins: fastestmirror

Resolving Dependencies

—-—> Running transaction check

—-——> Package itrs—-log—analytics-client-node.x86_64 0:6.1.8-1 will be erased
—--> Finished Dependency Resolution

Dependencies Resolved

Package Arch

Removing:

itrs—-log-analytics-client—-node x86_64

—6.1.8-1 @/itrs-log-analytics-client-node-6.1.8-1.x86_64
. 802 M

Transaction Summary

Remove 1 Package

Installed size: 802 M

Is this ok [y/N]: y
Downloading packages:
Running transaction check

(continues on next page)
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Running transaction test
Transaction test succeeded
Running transaction
Erasing : itrs-log-analytics-client-node-6.1.8-1.x86_64
warning: file /usr/share/kibana/plugins/node_modules.tar: remove failed: No such_
—~file or directory
warning: /etc/kibana/kibana.yml saved as /etc/kibana/kibana.yml.rpmsave
Verifying : itrs-log-analytics-client-node-6.1.8-1.x86_64

N 1/1

Removed:
itrs—-log-analytics-client-node.x86_64 0:6.1.8-1

Complete!

Install new version

¢ Install dependencies:

yum install net-tools mailx gtk3 libXScrnSaver ImageMagick ghostscript

¢ Install new package:

yum install ./itrs-log-analytics-client-node-7.0.1-1.el7.x86_64.rpm
Loaded plugins: fastestmirror

Examining ./itrs-log-analytics-client-node-7.0.1-1.e17.x86_64.rpm: itrs-log-
—analytics—-client-node-7.0.1-1.e17.x86_64

Marking ./itrs-log-analytics—-client-node-7.0.1-1.el17.x86_64.rpm to be_
—installed

Resolving Dependencies

—-—> Running transaction check

—-——> Package itrs—-log-analytics-client-node.x86_64 0:7.0.1-1.el7 will be
—installed

—-—> Finished Dependency Resolution

Dependencies Resolved

Package Arch

Installing:

itrs—-log-analytics-client-node x86_64

—7.0.1-1.el7 /itrs-log-analytics-client-node-7.0.1-1.
—el7.x86_64 1.2 G

Install 1 Package

Total size: 1.2 G
Installed size: 1.2 G
Is this ok [y/d/N]: y

(continues on next page)
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Downloading packages:
Running transaction check
Running transaction test
Transaction test succeeded
Running transaction
Installing : itrs-log-analytics-client-node-7.0.1-1.el7.x86_64
—
o 1/1
Generating a 2048 bit RSA private key

writing new private key to '/etc/kibana/ssl/kibana.key'
Removed symlink /etc/systemd/system/multi-user.target.wants/alert.service.
Created symlink from /etc/systemd/system/multi-user.target.wants/alert.
—service to /usr/lib/systemd/system/alert.service.
Removed symlink /etc/systemd/system/multi-user.target.wants/kibana.service.
Created symlink from /etc/systemd/system/multi-user.target.wants/kibana.
—service to /usr/lib/systemd/system/kibana.service.
Removed symlink /etc/systemd/system/multi-user.target.wants/cerebro.service.
Created symlink from /etc/systemd/system/multi-user.target.wants/cerebro.
—service to /usr/lib/systemd/system/cerebro.service.

Verifying : itrs-log-analytics-client-node-7.0.1-1.el17.x86_64

—

< 1/1

Installed:
itrs-log-analytics-client-node.x86_64 0:7.0.1-1.el7

Complete!

4. Start ITRS Log Analytics GUI
Add service:
¢ Kibana
* Cerebro
e Alert
to autostart and add port ( 5602/TCP ) for Cerebro. Run them and check status:

firewall-cmd -permanent -add-port 5602/tcp
firewall-cmd -reload

systemctl enable kibana cerebro alert

Created symlink from /etc/systemd/system/multi-user.target.wants/kibana.
—sservice to /usr/lib/systemd/system/kibana.service.

Created symlink from /etc/systemd/system/multi-user.target.wants/cerebro.
—service to /usr/lib/systemd/system/cerebro.service.

Created symlink from /etc/systemd/system/multi-user.target.wants/alert.
—service to /usr/lib/systemd/system/alert.service.

systemctl start kibana cerebro alert
systemctl status kibana cerebro alert

(continues on next page)
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kibana.service - Kibana

Loaded: loaded (/usr/lib/systemd/system/kibana.service; enabled; vendor,
—Ppreset: disabled)

Active: active (running) since Thu 2020-03-19 14:46:52 CET; 2s ago
Main PID: 12399 (node)

CGroup: /system.slice/kibana.service

L-12399 /usr/share/kibana/bin/../node/bin/node --no-warnings --max-

—http-header-size=65536 /usr/share/kibana/bin/../src/cli -c /etc/kibana/kibana.
—yml

Mar 19 14:46:52 migration-01 systemd[1]: Started Kibana.

cerebro.service - Cerebro

Loaded: loaded (/usr/lib/systemd/system/cerebro.service; enabled; vendor,
—preset: disabled)

Active: active (running) since Thu 2020-03-19 14:46:52 CET; 2s ago
Main PID: 12400 (java)

CGroup: /system.slice/cerebro.service

L-12400 java -Duser.dir=/opt/cerebro -Dconfig.file=/opt/cerebro/conf/

—application.conf —-cp —-jar /opt/cerebro/lib/cerebro.cerebro-0.8.4-launcher. jar

Mar 19 14:46:52 migration-01 systemd[1]: Started Cerebro.

alert.service - Alert
Loaded: loaded (/usr/lib/systemd/system/alert.service; enabled; vendor preset:
—disabled)
Active: active (running) since Thu 2020-03-19 14:46:52 CET; 2s ago
Main PID: 12401 (elastalert)
CGroup: /system.slice/alert.service
L-12401 /opt/alert/bin/python /opt/alert/bin/elastalert

Mar 19 14:46:52 migration-01 systemd[1]: Started Alert.

4.15 Downgrade

Follow the steps below:

systemctl stop elasticsearch kibana logstash wiki cerebro automation intelligence
—intelligence-scheduler skimmer alert

’yum remove itrs-log-analytics—=

’yum install old-version.rpm

systemctl start elasticsearch kibana logstash wiki cerebro automation intelligence
—~intelligence-scheduler skimmer alert
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4.16 Changing OpendJDK version

4.16.1 Logstash
OpenJDK 11 is supported by Logstash from version 6.8 so if you have an older version of Logstash you must update
it.
To update Logstash, follow the steps below:
1. Back up the following files
* /etc/logstash/logstash.yml
* /etc/logstash/pipelines.yml
* /etc/logstash/conf.d

2. Use the command to check custom Logstash plugins:

/usr/share/bin/logstash-plugin list --verbose

and note the result

3. Install a newer version of Logstash according to the instructions:
https://www.elastic.co/guide/en/logstash/6.8/upgrading-logstash.html
or
https://www.elastic.co/guide/en/logstash/current/upgrading-logstash.html

4. Verify installed plugins:

’/usr/share/bin/logstash—plugin list --verbose

5. Install the missing plugins if necessary:

’/usr/share/bin/logstash—plugin install plugin_name

6. Run Logstash using the command:

systemctl start logstash

4.16.2 Elasticsearch

ITRS Log Analytics can use OpenJDK version 10 or later. If you want to use OpenJSK version 10 or later, configure
the Elasticsearch service as follows:

1. After installing OpenJDK, select the correct version that Elasticsearch will use:

’alternative --config java

2. Openthe /etc/elasticsearch/jvm.options filein a text editor:

’vi /etc/elasticsearch/jvm.options

3. Disable the OpenJDK version 8 section:
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##

#8:
#8:
#8:
#8:
#8:
#8:
#8:
#8:

JDK

-XX:
-XX:
-XX:
-XX:

8 GC logging

+PrintGCDetails
+PrintGCDateStamps
+PrintTenuringDistribution
+PrintGCApplicationStoppedTime

-Xloggc:/var/log/elasticsearch/gc.log

-XX:

+UseGCLogFileRotation

—XX:NumberOfGCLogFiles=32

-XX:

GCLogFileSize=64m

. Enable the OpenJDK version 11 section

## G1GC Configuration
# NOTE: GIGC is only supported on JDK version 10 or later.
# To use G1GC uncomment the lines below.

10-:-XX
10-:-XX
10-:-XX
10-:-XX

:—UseConcMarkSweepGC
:—UseCMSInitiatingOccupancyOnly
:+UseG1GC
:InitiatingHeapOccupancyPercent=75

. Restart the Elasticsearch service

systemctl restart elasticsearch
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User Manual

5.1 Introduction

ITRS Log Analytics is an innovation solution allowing for centralized IT systems events. It allows for an immediate
review, analysis, and reporting of system logs - the amount of data does not matter. ITRS Log Analytics is a response
to the huge demand for the storage and analysis of large amounts of data from IT systems.ITRS Log Analytics is
an innovation solution that responds to the need to effectively process large amounts of data coming from the IT
environments of today’s organizations. Based on the open-source project Elasticsearch valued on the market, we have
created an efficient solution with powerful data storage and searching capabilities. The System has been enriched with
functionality that ensures the security of stored information, verification of users, data correlation and visualization,
alerting, and reporting.

M Discover Logout [}
634 hits
New Save Open Share Inspect
6]
7 Filters  Search KQL @ Last15 minutes Show dates G Refresh
i

1

@ +Add filter

oy

@ | audit v Mar 17, 2020 @ 14:35:18.700 - Mar 17, 2020 @ 14:50:18.700 —  Auto v
g Selectedfiolds
? _source
% Available fields @ 5 e
© @timestamp
* ) ‘ ‘ ‘ ‘
X »
¢ o — — — — —_— —_— —_— —
e 143600 370 143800 143800 144000 1at00 4200 12430 a0 10450 10:460 w4700 16:4900 145000
+ e [ | @timestamp per 30 seconds
A s o mme.  _souwse
t ype ar 17, 2000 6 1250093 . . .
[ > Mar 17, 2020 € 14:50:09.335 usernane: logserver request: /.auth/_do 7617b4674ebfca020d98b7d1bcba3b3 17bgsasfst
t method method: GET params.index: .auth params.id: 68b4433e50ase71aeBcSb 2 1954 17bgsa
B operation: QUERY @timestamp: Mar 17, 2020 ® 14:50:09.335 _id: WUPCHABKSFUCAmPOC3 _type: doc _index: audit _score: -
o3 450009 2
= pa > Mar 4:56:69.331  ysername: logserver request: /login method: PUT params.index: login operation: LOGIN @timestamp: Mar 17, 2826 @ 14:50:09.331 _id: WEPC6HAB2KSruCdmPoCz _type: _doc
_index: awdit _score: -
@
B
© P > m username: logserver request 17b86a0F5F:
t paramsid nethod: GET params.index: .au 38cb542c6bafe20 17bg6asfsard
& operation: QUERY @timestamp: Mar 17, 24 VBPCGHAB2KSruCdmitDy

7 paramsignore_throttied

ITRS Log Analytics project was created to centralize events of all IT areas in the organization. We focused on creating
a tool that functionality is most expected by IT departments. Because an effective licensing model has been applied,
the solution can be implemented in the scope expected by the customer even with a very large volume of data. At
the same time, the innovation architecture allows for servicing a large portion of data, which cannot be dedicated to
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solutions with limited scalability.

5.1.1 Elasticsearch

Elasticsearch is a NoSQL database solution that is the heart of our system. Text information sent to the system,
application, and system logs are processed by Logstash filters and directed to Elasticsearch. This storage environment
creates, based on the received data, their respective layout in a binary form, called a data index. The Index is kept on
Elasticsearch nodes, implementing the appropriate assumptions from the configuration, such as:

* Replication index between nodes,
* Distribution index between nodes.
The Elasticsearch environment consists of nodes:
* Data node - responsible for storing documents in indexes,
* Master node - responsible for the supervision of nodes,
* Client node - responsible for cooperation with the client.

Data, Master, and Client elements are found even in the smallest Elasticsearch installations, therefore often the en-
vironment is referred to as a cluster, regardless of the number of nodes configured. Within the cluster, Elasticsearch
decides which data portions are held on a specific node.

Index layout, their name, and set of fields are arbitrary and depend on the form of system usage. It is common practice
to put data of a similar nature to the same type of index that has a permanent first part of the name. The second
part of the name often remains the date the index was created, which in practice means that the new index is created
every day. This practice, however, is conventional and every index can have its rotation convention, name convention,
construction scheme, and its own set of other features. As a result of passing the document through the

The Indexes are built with elementary parts called shards. It is good practice to create Indexes with the number of
shards that is the multiple of the Elasticsearch data nodes number. Elasticsearch in the 7.x version has a new feature
called Sequence IDs that guarantees more successful and efficient shard recovery. \

Elasticsearch uses mapping to describe the fields or properties that documents of that type may have. Elasticsearch in
the 7.x version restricts indices to a single type.

5.1.2 Kibana

Kibana lets you visualize your Elasticsearch data and navigate the Elastic Stack. Kibana gives you the freedom to
select the way you give shape to your data. And you don’t always have to know what you’re looking for. Kibana core
ships with the classics: histograms, line graphs, pie charts, sunbursts, and more. Plus, you can use Vega grammar
to design your visualizations. All leverage the full aggregation capabilities of Elasticsearch. Perform advanced time
series analysis on your Elasticsearch data with our curated time series Uls. Describe queries, transformations, and
visualizations with powerful, easy-to-learn expressions. Kibana 7.x has two new features - a new “Full-screen” mode
for viewing dashboards, and a new “Dashboard-only” mode which enables administrators to share dashboards safely.

5.1.3 Logstash

Logstash is an open-source data collection engine with real-time pipelining capabilities. Logstash can dynamically
unify data from disparate sources and normalize the data into destinations of your choice. Cleanse and democratize
all your data for diverse advanced downstream analytics and visualization use cases.

While Logstash originally drove innovation in log collection, its capabilities extend well beyond that use case. Any
type of event can be enriched and transformed with a broad array of input, filter, and output plugins, with many native
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codecs further simplifying the ingestion process. Logstash accelerates your insights by harnessing a greater volume
and variety of data.

Logstash 7.x version supports native support for multiple pipelines. These pipelines are defined in a pipelines.yml
file which is loaded by default. Users will be able to manage multiple pipelines within Kibana. This solution uses
Elasticsearch to store pipeline configurations and allows for on-the-fly reconfiguration of Logstash pipelines.

5.1.4 ELK

“ELK” is the acronym for three open-source projects: Elasticsearch, Logstash, and Kibana. Elasticsearch is a search
and analytics engine. Logstash is a server-side data processing pipeline that ingests data from multiple sources simul-
taneously, transforms it, and then sends it to a “stash” like Elasticsearch. Kibana lets users visualize data with charts
and graphs in Elasticsearch. The Elastic Stack is the next evolution of the ELK Stack.

5.2 Data source

Where does the data come from?

ITRS Log Analytics is a solution allowing effective data processing from the IT environment that exists in the organi-
zation.

The Elsasticsearch engine allows the building database in which large amounts of data are stored in ordered in-
dexes. The Logstash module is responsible for loading data into Indexes, whose function is to collect data on specific
TCP/UDP ports, filter them, normalize them, and place them in the appropriate index. Additional plugins, that we can
use in Logstash reinforce the work of the module and increase its efficiency, enabling the module to quickly interpret
data and parse it.

Below is an example of several of the many available Logstash plugins:

exec - receive an output of the shell function as an event;

imap - read email from IMAP servers;

jdbc - create events based on JDC data;

jms - create events from Jms broker;

Both Elasticsearch and Logstash are free Open-Source solutions.

More information about the Elasticsearch module can be found at: https://github.com/elastic/elasticsearch

List of available Logstash plugins: https://github.com/elastic/logstash-docs/tree/master/docs/plugins

5.3 System services

For proper operation, ITRS Log Analytics requires starting the following system services:

e elasticsearch.service - we can run it with a command:

’systemctl start elasticsearch.service

we can check its status with a command:

’systemctl status elasticsearch.service
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¢ kibana.service - we can run it with a command:

’systemctl start kibana.service

we can check its status with a command:

systemctl status kibana.service

* logstash.service - we can run it with a command:

’systemctl start logstash.service

we can check its status with a command:

’systemctl status logstash.service

5.4 First login

If you log in to ITRS Log Analytics for the first time, you must specify the Index to be searched. We have the option
of entering the name of your index, indicating a specific index from a given day, or using the asterisk () to indicate all
of them matching a specific index pattern. Therefore, to start working with the ITRS Log Analytics application, we
log in to it (by default the user: logserver/password:logserver).
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ITRS

] G_R'DLIP
Please sign in

Username

Password

After logging in to the application click the button “Set up index pattern” to add a new index pattern in Kibana:

B Management | Index patterns. Logout | &
s Kibana
® Index Patterns Index patterns @ Create index pattern
Saved Objects
i Advanced Settings
& Q search

In the “Index pattern” field enter the name of the index or index pattern (after confirming that the index or sets of
indexes exist) and click the “Next step” button.

Ms | Management | Index pattems | Create index pattern Logout @
4w Kibana
® Index Patierns Create index pattern

Saved Objects Kibana uses index patterns to retrieve data from Elasticsearch indices for things like visualizations. X Include system indices

Advanced Settings

E

el

Step 1 of 2: Define index pattern

&

Index pattern

I audit I

& > Nextstep
@ + Success! Your index pattern matches 1 index.
audit
]
m Rows per page: 10 v

In the next step, from a drop-down menu select the “Time filter field name”, after which individual event (events)
should be sorted. By default the timestamp is set, which is the time of occurrence of the event, but depending on the
preferences. It may also be the time of the indexing or other selected based on the fields indicated on the event.
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A | Management | Index patters | Create index pattern Logout @

4w Kibana

Index Patterns Create index pattern

Saved Objects

®

Kibana uses index patterns to retrieve data from Elasticsearch indices for things like visualizations. X Include system indices
Advanced Settings

E

o

Step 2 of 2: Configure settings

& You've defined audit* as your index pattern. Now you can specify some settings before we create it
& Time Fiter field name Refres!
o = |
& leto
5]
> Show advanced options
a
o < Back Create index pattern
@&

At any time, you can add more indexes or index patterns by going to the main tab selecting ,,Management” and next
selecting ,,Index Patterns”.

5.5 Index selection
After logging into ITRS Log Analytics, you will be going to the ,,Discover” tab, where you can interactively explore

your data. You have access to every document in every index that matches the selected index patterns.

If you want to change the selected index, drop-down menu with the name of the current object in the left panel.
Clicking on the object from the expanded list of previously created index patterns will change the searched index.

M.y Discover

0 hits

Mew Save Open Share Inspect

Filters [Search

— 8 +Add filter

winloghbeat-* o

2]
@ Selected fields

7 _source
fi
'f*:} Available fields o
‘&

128 Chapter 5. User Manual



ITRS-Log-Analytics-7.x Documentation, Release latest

5.6 Discovery

5.6.1 Time settings and refresh

In the upper right corner, there is a section that defines the range of time that ITRS Log Analytics will search in terms
of conditions contained in the search bar. The default value is the last 15 minutes.

“  Last 15 minutes Show dates

Quick select 4 b

Commonly used

Today This week

Last 15 minutes Last 30 minutes
it Last 1 hour Last 24 hours
' Last 7 days Last 30 days

Last 90 days Last 1 year

Refresh every

0 seconds e

After clicking this selection, we can adjust the scope of the search by selecting one of the three tabs in the drop-down
window:

* Quick: contains several predefined ranges that should be clicked.
* Relative: in this window specify the day from which ITRS Log Analytics should search for data.

* Absolute: using two calendars we define the time range for which the search results are to be returned.
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Mew

Time Range

Open  Share

| Quick |F&e|ative

Absolute

Today

This week
This month
This year
Today so far
Week to date
Month to date
Year to date

5.6.2 Fields

Last 15 minutes
Last 30 minutes

Last 1 hour
Last 4 hours
Last 12 hours
Last 24 hours
Last 7 days

C Auto-refresh

Last 30 days
Last 60 days
Last 90 days
Last 6 months
Last 1 year
Last 2 years
Last 5 years

€ | @ Last 15 minutes | ?

ITRS Log Analytics in the body of searc